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20 Minutes Ice Breaking

A Cyber Security Basic Concept
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A Recent Cyber Incidents Related to NGO

A Protect theOrganisation
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A Social Engineering Scams
A Malware
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10 Minutes Interactive session

16:25¢ 16:40 Break //

15 Minutes )

16:40¢ 17:20
40 Minutes

5 A BYOD and WFH Risks
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Security 101

Threats
Vulnerabilities

Attacks
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Predicted Global Cybercrime Co

Global Cybercrime Damage Costs:

e $6 TrillionUSD a Year. *
o $500 Billion a Month.

e $115.4 Billion a Week.

e $16.4 Billion a Day.

e $684.9 Million an Hour. O\ AR
e $11.4 Million a Minute. PREDICTED BY 2021
e $190,000 a Second.

— E CYBERSECURITY

- * SOURCE: CYBERSECURITY VENTURES




HKCERIhcident Reporting of H1 of past 5 years

3,289

Incident
Casest

Year 2016 H1

Source: HKCERT
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HKCERT Security Incident Repat2020 H1

DDoS1% \ Major Security Incidents

Defacemenﬂ%\ rs

MalwareZ%\‘ 2019 | 2020
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Ransomware goes targeting enterprises.

Source: HKCERT



Recent Cyber Security Incident TargetiDgganisations
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Apr 2020 Unknown
activists have posted
nearly25,000
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£l National Institutes of *
l Health, the World Health =
Organization the Gates
| Foundationand other
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e (€ COTONAVIrUS pandemic.
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Case Sharing

Source: Washington Post
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SolarWinds Orion Platform Multiple
Vulnerabilities

Last Update Date: 15 Dec 2020 10:55 | Release Date:15 Dec 2020 | 1205 Views

RISK: High Risk TYPE: Servers - Metwork Management

(w]

Multiple vulnerabilities were identified in Solarwinds Orion Platform, a remote attacker could exploit
some of these vulnerabilities to trigger denial of service, remote code execution and sensitive
information disclosure on the targeted system.

Note: These Vulnerabilities were reported being used In scattered attacks.

Impact

» Denial of Service
» Remote Code Execution

» Information Disclosure

Dec 202(Q Multiple U.S.
agenciesand private

firms were breached by
hackers who /
compromised the
software provider
SolarWindsand exploited =*
their access tanonitor
Internal operations
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R (Ransomware) RS ABEEE, MESECEELCHRBAIFIEE, —HOBRSHEXT, 18
EEESENESEINEFEROA, FUSRE—EHER. SPHRNRAEBNATIESFIZESEN Twitter iR

Jun 202(JHong Kong
companyBossmland
OHU & Quardztiscke
by ransomwareand [/
reported thedata leak
caused by ransomwa)‘e
groupsMazeand
Netwalker.




Oct 2020 TheWhatsApp .
account ofthe Secretary

for Food and Health, SR
Dr.SophiaChanwas // N %
hacked by others an&l i
could not be used for" a
short time.
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