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Training Agenda ςSection1

2

Cyber Security Status and Recent Incidents Sharing

1

External Cyber Threat Analysis and Security Advice

2

Break

3
Å Social Engineering Scams
Å Malware
Å Browser and Mobile Security Issues

Å Recent Cyber Incidents Related to NGO and HK
Å Protect the Organisation

14:30 ς14:50
20Minutes

14:50 ς15:20
30Minutes

15:35 ς16:15
40Minutes

Ice Breaking

15:20 ς15:35
15Minutes

Å Cyber Security Basic Concept



Training Agenda ςSection2
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Internal Cyber Threat Analysis and Security Advice

Key Take Away

Å BYOD and WFH Risks
Å Data Leakage

5

6

16:15 ς16:25
10 Minutes

17:20 ς17:30
10Minutes

4

Interactive session

16:40 ς17:20
40Minutes

Break16:25 ς16:40
15Minutes



Basic Concept: CIA Triad of Cyber Security

ÅLeaking 
confidential 
data

ÅData contaminated
ÅForged transaction
ÅSystem compromised
Å Identity spoofed

ÅSystem service not accessible (DDoS)
ÅData destroyed or not accessible (Ransomware)

Confidentiality Integrity

Availability

Secure
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Security 101

Threats

Vulnerabilities

Attacks

Risks
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Threat, Vulnerability & Attack
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Source: Flaticon.com
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Cyber Security Status and 
Recent Incidents Sharing
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Predicted Global Cybercrime Costs by 2021
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HKCERTIncident Reporting of H1 of past 5 years

Compared to 
2019 H1

ҨмпΦр%Incident 
Cases#

Year

3,289

2,430

4,626
5,057

4,323

2016 2017 2018 2019 2020

2016 H1 2017 H1 2019 H12018 H1 2020 H1

Source:  HKCERT



Phishing
37%

Botnet
54%

Malware 2%

Defacement 1%

DDoS 1%

Others
5%

HKCERT Security Incident Reportsof 2020 H1

2019
H1

2020 
H1

Change

Botnet 2,365 2,335 1%

Phishing 1,146 1,612 41%

Malware 1,141 88 92%

Major Security Incidents
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Total

4,323#

Ҩ мпΦр%

Ransomware goes targeting enterprises.
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Apr 2020 | Unknown 
activists have posted 
nearly 25,000email 
addresses and passwords 
allegedly belonging to the 
National Institutes of 
Health, the World Health 
Organization, the Gates 
Foundationand other 
groups working to combat 
the coronavirus pandemic.

Recent Cyber Security Incident Targeting Organisations

11

Source:  Washington Post
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Dec 2020 | Multiple U.S. 
agencies andprivate 
firms were breached by 
hackers who 
compromised the 
software provider 
SolarWindsand exploited 
their access to monitor 
internal operations.

Recent Cyber Security Incident Targeting Organisations
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Source:  HKCERT



C
a

s
e

 S
h

a
ri
n

g

Jun 2020 |Hong Kong 
company Bossini and
ŎΗǘȅΩǎǳǇŜǊwere attacked 
by ransomwareand 
reported the data leak 
caused by ransomware 
groups Mazeand 
Netwalker.

Recent Cyber Security Incident in Hong Kong
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Source:  wepro180
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Oct 2020 | The WhatsApp
account of the Secretary 
for Food and Health, 
Dr.SophiaChan was 
hacked by others and 
could not be used for a 
short time.

Recent Cyber Security Incident in Hong Kong
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Source:  HKET


