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Training Agenda – Section1

2

Cyber Security Status and Recent Incidents Sharing

1

External Cyber Threat Analysis and Security Advice

2

Break

3
• Social Engineering Scams
• Malware
• Browser and Mobile Security Issues

• Recent Cyber Incidents Related to NGO and HK
• Protect the Organisation

14:30 – 14:50
20 Minutes

14:50 – 15:20
30 Minutes

15:35 – 16:15
40 Minutes

Ice Breaking

15:20 – 15:35
15 Minutes

• Cyber Security Basic Concept



Training Agenda – Section2

3

Internal Cyber Threat Analysis and Security Advice

Key Take Away

• BYOD and WFH Risks
• Data Leakage

5

6

16:15 – 16:25
10 Minutes

17:20 – 17:30
10 Minutes

4

Interactive session

16:40 – 17:20
40 Minutes

Break16:25 – 16:40
15 Minutes



Basic Concept: CIA Triad of Cyber Security

• Leaking 
confidential 
data

• Data contaminated
• Forged transaction
• System compromised
• Identity spoofed

• System service not accessible (DDoS)
• Data destroyed or not accessible (Ransomware)

Confidentiality Integrity

Availability

Secure
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Security 101

威脅 Threats

漏洞 Vulnerabilities

攻擊 Attacks

風險 Risks
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Threat, Vulnerability & Attack

Threat
Actors

ATTACK

System 
Vulnerability

Human 
Vulnerability

Sensitive
DATA / 

SERVICE

Control

Data

Source: Flaticon.com
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Cyber Security Status and 
Recent Incidents Sharing

2
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Predicted Global Cybercrime Costs by 2021
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HKCERT Incident Reporting of H1 of past 5 years

Compared to 
2019 H1

↓14.5%Incident 
Cases #

Year

3,289

2,430

4,626
5,057

4,323

201 6 201 7 201 8 201 9 202 0

2016 H1 2017 H1 2019 H12018 H1 2020 H1

Source:  HKCERT



Phishing
37%

Botnet
54%

Malware 2%

Defacement 1%

DDoS 1%

Others
5%

HKCERT Security Incident Reports of 2020 H1

2019
H1

2020 
H1

Change

Botnet 2,365 2,335 1%

Phishing 1,146 1,612 41%

Malware 1,141 88 92%

Major Security Incidents

10

Total

4,323#

↓ 14.5%

Ransomware goes targeting enterprises.
10

Source:  HKCERT
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Apr 2020 |Unknown 
activists have posted 
nearly 25,000 email 
addresses and passwords 
allegedly belonging to the 
National Institutes of 
Health, the World Health 
Organization, the Gates 
Foundation and other 
groups working to combat 
the coronavirus pandemic.

Recent Cyber Security Incident Targeting Organisations
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Source:  Washington Post
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Dec 2020 |Multiple U.S. 
agencies and private 
firms were breached by 
hackers who 
compromised the 
software provider 
SolarWinds and exploited 
their access to monitor 
internal operations.

Recent Cyber Security Incident Targeting Organisations
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Source:  HKCERT
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Jun 2020 |Hong Kong 
company Bossini and
c!ty’super were attacked 
by ransomware and 
reported the data leak 
caused by ransomware 
groups Maze and 
Netwalker.

Recent Cyber Security Incident in Hong Kong
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Source:  wepro180
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Oct 2020 |The WhatsApp
account of the Secretary 
for Food and Health, 
Dr.Sophia Chan was 
hacked by others and 
could not be used for a 
short time.

Recent Cyber Security Incident in Hong Kong
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Source:  HKET
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Jan 2021 |Massive pan-
Asian retail chain 
operator Dairy Farm 
Group was attacked by 
the REvil ransomware
operation. The attackers 
claim to have demanded 
a $30 million ransom.

Recent Cyber Security Incident in Hong Kong
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Source:  PCmarket
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Common Cyber Incidents in NGO Sector

Cyber attack targets NGO's Website

- Website Defacement

- Malware Hosting

- Exploit the Vulnerabilities in Open Source Software ( such as WordPress, 
Django, etc)

Online Donation Scams

Ransomware attack

Laptops and other portable devices (such as tablets, 
smartphones, USB drives, etc.) are stolen or lost
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Main Cyber Threats in NGO Sector

Social Engineering Scams

Malware

Browser and Mobile Security Issues

BYOD and WFH Risks

Data Leakage

External Threat

Internal Threat



Protect the Organisation
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IT Security Policy

• Information Security Policies (ISP) is a set of rules enacted 
by an organization to ensure that all users within the 
organization’s domain abide by the prescriptions regarding 
the security of data stored digitally within the boundaries 
the organization stretches its authority.

• An ISP is governing the protection of information, which 
is one of the many assets a corporation needs to 
protect. The organization is working off a common 
understanding of the expectations and a common 
understanding of terms.
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IT policies, standards, procedures & guidelines

What? 

Why?

How much?

How? When? Who?

What? How? When? Who?

Policy
(Rules related to key issues)

Standard(Measurement)

(Detailed steps)

Guideline(Recommendations)

Procedure
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User Responsibilities

• Security policies and procedures should be accessible to 
all employees.

• Employees at all levels shall read and accept the security 
policies to discern how they should act in the best interest 
of the organization.
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Covered 17 
Security Domains

1) IT Security Governance
2) Password Control and Authentication
3) Websites and Web Applications
4) Data Management
5) Computer Networks Security
6) Email Security
7) Cloud Computing Security
8) Physical Security
9) Mobile Security
10) Remote Access/Work from Home
11) Security Risk Assessment and Audit
12) Insider Threats
13) Vendor Management
14) Awareness and Training
15) Incident Response Management
16) Business Continuity Management
17) Log Management and Monitoring

IT Security Practice Guide 
for the Social Welfare Sector
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Incident Response Procedure

Notification

• Report to supervisor

• Report to IT department (email/hotline)

Record the evidence if possible

• Use mobile phone to take a photo for the abnormal screen

• Forward the phishing email to dedicated mailbox of IT 
department

Process and procedure

• Follow the internal handling guideline on loss 
storage/mobile phone with organisational data
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3
External Cyber Threat Analysis 
and Security Advice



Social Engineering Scams
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Social Engineering Scams

Social engineering is the term used for a broad 
range of malicious activities accomplished through 
human interactions. It uses psychological 
manipulation to trick users into making security 
mistakes or giving away sensitive information.

❖ 98% of cyber attacks rely on social engineering.
❖ Social engineering attempts spiked more than 

500% from the first to second quarter of 2018.

Source:  PurpleSec 
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Social Engineering Attack Lifecycle

Source:  Imperva
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Types of Social Engineering Scams

❖ Phishing
❖ Baiting
❖ Pretexting
❖ Tailgating
❖ quid pro quo
❖ More others
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Phishing Email
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Source: https://youtu.be/Jhzpcr7CeZw

https://youtu.be/Jhzpcr7CeZw
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Phishing Attacks

Phishing attackers pretend to be a trusted 
institution or individual in an attempt to persuade 
victims to expose personal data and other valuables.

Phishing ways:
• Spam phishing
• Spear phishing

Source:  ulifestyle
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Typical Phishing Methods

Email phishing

Voice phishing 
(vishing)

SMS phishing 
(smishing)
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Email Phishing

Email phishing is the most traditional means of 
phishing, using an email urging you to reply or 
follow-up by other means. Web links, phone 
numbers, or malware attachments can be used.
Typical scenario:

Source:  Cloudflare
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Characteristics of a Phishing Email

1. Make unrealistic threats or demands
2. The name of the address is not specified
3. Sender email address may be exactly same as the 

genuine information of the related organisation
4. Poor spelling and grammar
5. Appear as an important notification from the 

organisation
6. Include a mismatched or spoofed hyperlink
7. Request to click the hyperlink or open an attachment

in the email
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Phishing Email Example
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Donation Scam Phishing Email Example
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Source:  Openfind
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COVID-19 Related Malware Phishing Email Example
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Source:  Openfind
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Business Email Compromise Scam Example
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Ransom Email Scam Example
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Phishing Email Quiz
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Source:  VARONIS



Phishing Email Quiz
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Source:  VARONIS
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Voice Phishing

Voice phishing (vishing) phone calls may be 
automated message systems recording all your 
inputs. Sometimes, a live person might speak with 
you to increase trust and urgency.

Source:  NordVPN
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Common Vishing Examples 

▪ Telemarketing or enterprise fraud

▪ Government fraud

▪ Tech support fraud

▪ Bank or other financial institutions fraud

▪ Relationship fraud
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Vishing
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Source: https://youtu.be/Hc01oZPvByg Security Awareness Episode 6: Vishing——StaySafeOnline.org

https://youtu.be/Hc01oZPvByg
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SMS Phishing

SMS phishing (smishing) texts or mobile app 
messages might include a web link or a prompt to 
follow-up via a fraudulent email or phone number.

Source:  Centralbank
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SMS Phishing Example
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Source:  Kaspersky
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Social Media Phishing Example

46



C
as

e 
Sh

ar
in

g
Social Media Phishing Example
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Source:  HK01
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Security Advice for General Users

▪ Keep calm
▪ Verify the sender’s identity
▪ Contact the legitimate sender via other 

method for double confirmation
▪ Confirm the URL is legitimate before clicking
▪ Do not open suspicious attachments or links
▪ Do not leave devices, such as mobile or laptop 

connected to organisation networks, 
unattended in public areas

▪ Report to your organisation when receiving 
suspicious social engineering attack



Malware
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Malware

Malware, short for malicious software, is a blanket 
term for viruses, worms, trojans and other harmful 
computer programs hackers use to wreak 
destruction and gain access to sensitive 
information.

Source: CSO 
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Types of Malware

❖ Ransomware
❖ Viruses
❖ Worms
❖ Trojans
❖ Spyware
❖ Cryptojacking
❖ Adware
❖ Rootkit
❖ Botnet
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Ransomware

Ransomware is a type of malware that threatens to 
publish the victim's data or perpetually block access 
to it unless a ransom is paid.

Main types:
• Crypto ransomware
• Locker ransomware

Source:  Securityintelligence
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Ransomware Chain

Source:  exabeam
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Ransomware Typical Infection Vector

Spam email

Compromised websites

Malvertising

Vulnerability exploitation

Remote access

Self-propagation
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New Trends of Ransomware

Source:  HKCERT, ZDnet
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Statistics of Ransomware on the DarkWeb

Source:  DarkTracer
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Ransomware Attacks on NGOs
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Source:  The New Humanitarian
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Vulnerability 

In computer security, a vulnerability is a weakness 
which can be exploited by a threat actor, such as an 
attacker.

Source:  Lifars
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Zero-day 

A zero-day (also known as 0-day) vulnerability is a 
computer-software vulnerability that is unknown to 
those who should be interested in mitigating the 
vulnerability (including the vendor of the target 
software).

Source:  Varonis
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Microsoft Exchange Server Zero-day Vulnerabilities
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Source:  welivesecurity
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Ransomware Attacks with Highest Ransom
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Source:  bleepingcomputer
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Security Advice for General Users

▪ Follow the security policy of your organisation
▪ Install an anti-malware program to protect your computer
▪ Install and enable computer firewall
▪ Ensure your computer has the latest security patches
▪ Schedule a daily full scan to check for malwares
▪ Check all removable disks and files downloaded from the Internet
▪ Stop all activities on a computer if it becomes infected by malware
▪ Before installing any software, do verify its integrity
▪ Backup your programs and data regularly and keep the backup copies 

disconnected from the computer
▪ Constantly aware of any suspicious activities
▪ Contact your organisation IT staff for support
▪ Report suspicious activities to your organisation
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Security Advice about Malware Infection

▪ Isolate and disconnect infected machine immediately

▪ Contact the organisation IT staff for help to clean the malware

▪ Restore the files and data from the backup

▪ If no backup was done previously, we suggest not restoring the 
system to avoid losing information required for decryptions

▪ Report the incident to your organisation and HKCERT



Browser and Mobile Security



65

Browser Security

• Beware of malicious plugin
• Use trusted browser

Source: https://threatpost.com/500-malicious-chrome-extensions-millions/152918/
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Browser Security

• Traditionally, the “lock” symbol shows on the web 
browser can tell you if the connection is protected 
by SSL/TLS

• Is the SSL/TLS certificate and Certificate Authority 
trustworthy ?

2015 Q1 2019 Q1

58% of phishing using HTTPS 
(APWG 2019 Q1 Report)
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Phishing Website Example
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Defacement Website Example
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Spot Malicious
Website 
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Source:  VARONIS



Spot Malicious
Website 
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Source:  VARONIS
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App Permission
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Source:  Now

• What’s the 
permission(s) the App 
try to grant? (e.g. Why 
a Calculator App need 
to access your 
phonebook?)

• How the developer 
going to use your data / 
info provided?

• Always read carefully 
on the permission(s) 
that the App is trying to 
grant before install it

• Read the T & C on how 
your data collected will 
be used for and how to 
revoke it once uninstall 
the app
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App Permission
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Source:  Now

• Is the App coming 
with the 
functionality it 
claimed for?

• Study the 
trustworthy of 
software developer 
before you install
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Trust Source
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• Samsung Phone users 
were using 3rd party 
Update App for OS / 
firmware update 
purpose 

• Always download the 
App from official App 
Store / official 
website

73
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Mobile Security Risks

▪ Store sensitive information to the mobile device

▪ Sending sensitive information via IM Instant messaging 
(IM) e.g. WhatsApp

▪ Repair the personal mobile contains organization data
without secure remove the data

▪ Lose the mobile phone

▪ Mobile phone without screen lock
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Security Advice for General Users

▪ Do not store sensitive information to the mobile if 
unnecessary

▪ Protect your IM accounts (enable 2 factor authentication)
▪ Secure remove the data before sending it to repair
▪ Protect the mobile physically
▪ Enable screen lock
▪ Avoid using public Wi-Fi
▪ Report to IT department and management if you lose the 

mobile which contains organization information
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Internal Cyber Threat Analysis 
and Security Advice

5



BYOD and WFH Risks
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BYOD and WFH

Source:  asiatatler, elearningindustry
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Major BYOD and WFH Cyber Security Risks

Third-party network flaws

Rooted and jailbroken devices

Malformed content

Lost or stolen gadgets

OS-related vulnerabilities

Malicious apps

Online meeting attack
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BYOD Risks
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Source:  secrss
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Zoom-Bombing Attacks
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Source:  bleepingcomputer
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Remote Work and Video Conferencing
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Source: https://youtu.be/FH7zWAb4-GQ

https://youtu.be/FH7zWAb4-GQ
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Security Advice for General Users on BYOD and WFH

▪ Keep software and device up-to-date

▪ Do not root and jailbreak your devices

▪ Install anti-malware and set up auto-update

▪ Always update the remote access software to latest version

▪ Keep your remote access devices securely

▪ Report to your organisation immediately for any loss and theft

▪ Pay attention to latest cyber vulnerability information
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Security Advice for General Users on Video Conferencing

▪ Use the latest version of video conferencing application and 
security software

▪ Beware of any Universal Naming Convention (UNC) links shared 
by unknown participants

▪ Do not share confidential information during the meeting

▪ Use a meaningful display name

▪ Protect video conferencing account and monitor suspicious 
activities
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Security Advice for Video Conferencing Hosts

▪ Make meetings private and deny trespassers

▪ Monitor your own meeting

▪ Pay attention to security and privacy of meeting recording

▪ Keep your Personal Meeting ID private

▪ Set up security policy for web meetings



Data Leakage
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Data Values in the Underground Market

Source:  Symantec
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Sep 2020 |A support 
centre run by the NGO 
Caritas Hong Kong has 
issued an apology after a 
social worker lost a USB 
flash drive containing 
personal information on 
121 POLYU students.

Data Leakage Incident
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Source:  Now
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Data Leakage Incident
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Source:  HK01
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Data Leakage Incident
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Source:  HK01
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Twitter Scam Incident
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Source:  bbc
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Facebook Data Leakage Incident
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Source:  HKCERT
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Password Protection
Source: Hive Systems
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Cloud Data Security
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Source: https://youtu.be/Jhzpcr7CeZw

https://youtu.be/Jhzpcr7CeZw
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Security Advice for General Users

▪ Follow organization’s security policy e.g. Data 
retention

▪ Enable 2FA/ MFA
▪ Use long and complex password
▪ Encrypt file(s) contain sensitive information
▪ Protect the USB and cloud storage properly
▪ Grant permission by need
▪ Review configuration, settings and permission 

regularly
▪ Backup your data
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Key Take Away6



Basic Concept: CIA Triad of Cyber Security

• Leaking 
confidential 
data

• Data contaminated
• Forged transaction
• System compromised
• Identity spoofed

• System service not accessible (DDoS)
• Data destroyed or not accessible (Ransomware)

Confidentiality Integrity

Availability

Secure
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Threat, Vulnerability & Attack

Threat
Actors

ATTACK

System 
Vulnerability

Human 
Vulnerability

Sensitive
DATA / 

SERVICE

Control

Data

Source: Flaticon.com
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Incident Response Procedure

Notification

• Report to supervisor

• Report to IT department (email/hotline)

Record the evidence if possible

• Use mobile phone to take a photo for the abnormal screen

• Forward the phishing email to dedicated mailbox of IT 
department

Process and procedure

• Follow the internal handling guideline on loss 
storage/mobile phone with organisational data
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