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Internal Cyber Threat Analysis and Security

BYOD and WFH Risks
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Basic Concept: CIA Triad of Cyber
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Predicted Global Cybercrime Costs

Global Cybercrime Damage Costs: "

e $6 TrillionUSD a Year. *
o $500 Billion a Month.

e $115.4 Billion a Week.
 $16.4 Billion a Day.

e $684.9 Million an Hour. O\ AR
e $11.4 Million a Minute. PREDICTED BY 2021
e $190,000 a Second.

- * SOURCE: CYBERSECURITY VENTURES




HKCERT Incident Reporting of H1 of past 5 years
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Incident 2,430 Cog?)ligraci to
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Source: HKCERT



HKCERT Security Incident Reports of 2020 H1

DDoS 1%
Defacement 19 \
Malware 2%

Total

Major Security Incidents

2019 2020 h
Phishing SIENEE
37%

)
J 14.5% Phishing 1,146 1612 441%
Botnhet
549 Malware 1,141 33 929,

Ransomware goes targeting enterprises.

Source: HKCERT



Recent Cyber Security Incident Targeting Organisations
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Apr 2020 |Unknown
activists have posted
nearly 25,000
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Source: Washington Post
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Vulnerabilities

Last Update Date: 15 Dec 2020 10:55 | Release Date:15 Dec 2020 | 1205 Views

RISK: High Risk TYPE: Servers - Metwork Management

L

Multiple vulnerabilities were identified in Solarwinds Orion Platform, a remote attacker could exploit
some of these vulnerabilities to trigger denial of service, remote code execution and sensitive
information disclosure on the targeted system.

Note: These Vulnerabilities were reported being used In scattered attacks.

Impact

» Denial of Service
» Remote Code Execution

» Information Disclosure

Dec 2020 | Multiple U.S.
agencies and private

firms were breached by, © .

hackers who //
compromised the
software provider ‘,
SolarWinds and exploited
their access to monitor
internal operations.




[A{4$ZE] Bossini, clty'superpiBEIZER(GIERE?

g £y WEPRO180 45 SEEFE Jun7,2020

Jun 2020 |Hong Kong
company Bossini and
clty’super were attacked
by ransomware and /
reported the data IeaH
caused by ransomware "
groups Maze and
Netwalker.
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<& £ § Facebook in Linkedin | < Telegram

ENEFE (Ransomware) BIFES AEEEE, NESECEELVEREASIFISE, —ABESHENKTE, 8
EEEEReSRIEE—EBEOR, FFUSA—EHER. SMRNEENASESFIZEEENE Twitter iR




Case Sharin
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EERERNFENEE, 2VRELEEERESRHEE (WhatsApp) EEREHR, SEETFEER. BUEE
BEETZ (WhatsApp) IRSEFREE, RERSERR SERFIEEERER.

Recent Cyber Security Incident in Hong Kong
@YW SERHTIA! CEFHENIRRRA

Oct 2020 |The

account of the Secretary
for Food and Health, .
Dr.Sophia Chan was [/
hacked by others and \
could not be used for a’
short time.



Recent Cyber Security Incident in Hong Kong

e
FHABPHERG REBRERKEFF

Jan 2021 | Massive pan-
Asian retail chain
operator Dairy Farm
Group was attacked by//
the REvil ransomware\;‘-‘
operation. The attackers
claim to have demanded
a $30 million ransom.
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Source: PCmarket



Common Cyber Incidents in

Cyber attack targets NGO's Website

- Website Defacement
- Malware Hosting

- Exploit the Vulnerabilities in Open Source Software ( such as WordPress,
Django, etc) A
a N

Online Donation Scams

AN
//

.

Ransomware attack

(U
-

Laptops and other portable devices (such as tablets,
smartphones, USB drives, etc.) are stolen or lost




Main Cyber Threats in NGO Sector

-
(

‘ Social Engineering Scams

External Threat Malware

- Browser and Mobile Security Issues

BYOD and WFH Risks

Threat
| Data Leakage




Protect the Organisation
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IT Security

* Information Security Policies (ISP) is a set of rules enacted
by an organization to ensure that all users within the
organization’s domain abide by the prescriptions regardmg
the security of data stored digitally within the boundaries -
the organization stretches its authority. /

An ISP is governing the protection of information, WhICh
is one of the many assets a corporation needs to

protect. The organization is working off a common
understanding of the expectations and a common
understanding of terms.







e Security policies and procedures should be acce
all employees.

* Employees at all levels shall read and accept the security g
policies to discern how they should act in the best mter '
of the organization.



LS for the Social Welfare Sectc

1) IT Security Governance

2) Password Control and Authentication
3) Websites and Web Applications

4) Data Management

5) Computer Networks Security

6) Email Security

Covered 17 7) Cloud Computing Security
8) Physical Security

Securlty DOmalnS 9) Mobile Security

10) Remote Access/Work from Home

11) Security Risk Assessment and Audit
12) Insider Threats

13) Vendor Management

14) Awareness and Training

15) Incident Response Management



Notification
* Report to supervisor

* Report to IT department (email/hotline)
Record the evidence if possible

 Use mobile phone to take a photo for the abnormal screer;

 Forward the phishing email to dedicated mailbox of IT
department

Process and procedure

* Follow the internal handling guideline on loss






Social Engineering Scams




Social engineering is the term used for a broad
range of malicious activities accomplished through
human interactions. It uses psychological e
manipulation to trick users into making security // ~ N
mistakes or giving away sensitive information. ( ’

** 98% of cyber attacks rely on social engineering.
** Social engineering attempts spiked more than
500% from the first to second quarter of 2018.




Closing the interaction,

ideally without arousing suspicion:

- Removing all traces of malware.

- Covering tracks.

- Bringing the charade to a natural end.

Preparing the ground for the attack:
- Identifying the victim(s).

- Gathering background information.

- Selecting attack method(s).

- Taking control of the interaction.

Obtaining the information over a period of time:
- Expanding foothold.
- Executing the attack.

- Disrupting business or/and siphoning data.

Social Deceiving the victim(s) to gain a foothold:
Engineering - Engaging the target.
: - Spinning a story.
Life Cycle b RERE Sty




+¢* Phishing
¢ Baiting
*** Pretexting
»* Tailgating

¢ quid pro quo
*** More others



Phishing Email
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https://youtu.be/Jhzpcr7CeZw

Phishing Attacks

Phishing attackers pretend to be a
or in an attempt to persuade
victims to expose personal data and other valuables.

Phishing ways: 2
e Spam phishing o,
* Spear phishing B =

S \~
"ﬂﬁ%ﬁ’lm#‘*"
21%E NS5 [ I EE

Source: ulifestyle



Email phishing

Voice phishing
(ViShing)

(SmiShing)

SMS phiShing —

31



Email phishing is the most traditional means of
phishing, using an email urging you to reply or
follow-up by other means. Web links, phone
numbers, or malware attachments can be used.

Attacker sends an

Typical scenario: oo pull kit
a o =  [@]
=

Victim

Attacker uses [ ; ot Attacker collects Victim clicks on the

victim's credentials 1101 _. 01 : victim's credentials email and goes to \7 - e
to access a website ' ' the phishing website



aracteristics or a

Make unrealistic threats or demands
The name of the address is not specified
Sender email address may be exactly same as the
genuine information of the related organisation

Poor spelling and grammar

Appear as an important notification from the
organisation

Include a mismatched or spoofed hyperlink

Request to click the hyperlink or open an attachment
in the email
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fTE’ﬂEMAIL HER e ERF] -

il ( @ntu.edu.tw) A it
To:

¢ This message is High Priority.

you need to expand the e-mail quota

and your mailbox closed. If you have

013, youmustdoutnow You can expand to 10GB email
quota flimit clicking on the hyperlink below to upgrade your account;

Thanks fc URL: a‘p s://docs.google.com/a/blumail.org/spreadsheet/viewform

er Len

N T RSO RS /0 200MB S 12 R SR 48/ N SRE RFRVERF Z AT » GREY EaTe-mailit i
' ! IR IRT2A BT e-mailtk STE 20135 » fRZAIMIZFEBY  FHRTEY
MFe o & _IW EE| 1068 55&?&%&%&‘1%?35#&3&%*‘],

Bty URL: https://docs.google.com/a/blumail.org/spreadsheet/viewform
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COVID-19 Solidarity Response Fund for WHO - DONATE NOW

World Health Organization <COVID19Fund@kansastary | =% | 0 =8EE | = B¥
W 2020/3/9 (8—) £F 1122

The greatest nesd right now is 1o kelp ensure all countries are prepared,
especially those with the waakest health systems.
Dionations suppott WHCs work to track and understand the spread of the virus;

1o ensure palienls get the care they nead and frontling workers get sssential supplies and information;
and to accelerate efforts fo develop vacocines, tests, and treatments.

See balow far information on other wavs to give, tax-deductibility and corporate and foundation giving options.

Moww vou can help us by donating any amount what you want help wnth the
BITCOIN HETWORE

Dionate Mow with Bitcoin payment.

World Health Crganization bitcoin address(BTC Wallef)for

donations:

16zm YrogMrd5Ze AT Sql Viurhnh DG3maYPE

Online donations made via bitooin are tax deductible in the 1.5, and Burope.
Tothe extent allowable by law.

The World Health Crganization acoepts checks or wire transfers from
anywhere in the world,

World Health Organization dossn't may to provide tax benefits to donors
T Thess payments.




COVID-19 - nCoV - Special Update - WHO
° COC-INFO <CDC-info@cde-info.coms S EE | & HEE | > ws |- [

W s 2020/3/5 (AT} 5 09:04

Eé COVID-19 - nCoW - Special Update.doc =
4385 KB

Impertant update for Covid-19
See attached notice for your action and discretion.

EI"I"I'EI'El}’.'l"l'ﬂ'pI Responce Linit
httpssd o cde o)
Call 300-232-4636

Email CDC-IMFO
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2.2 Centers for Disease Control and Prevention
B CDC 2477 Saving Lives, Protecting People™




20197117 (FE) 1:40

HH <_@tkmolld.com>

Re: Outstanding Payments
LA e caop

D e— —— 1) R
(D) BT FTEER, H7RDESSHET . Oulook BIr SN TEEESTAREEE

Bank Info.pdf
pdf 3T&

Dear Customer :

Attached is the banking details, the change in banking details is as a result of reconciliation problems we are having with
our current bank account and would not want to compound it. we have deliberated and decided it will be easier to receive
the payment this way because they are company agent collectors account and they have helped us collect payments
previous times when we had issues.

Note: The payment has to be remitted with the beneficiary's name on the wire instruction (—(HONG KONG)
CO., LIMITED) do as it was instructed to avoid delay or any issue.

Please confirm receipt of my email by return.

Regards
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Best Regards
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re: " ie” Cample Ransom E-mail -

Dirisgr ' <v*lasimgr s a@outlook.com> 12:07 PM (8 minutes ago) ¥ &

tome ~

| know, M ' 104 is your pass word. you may not know me and you are most likely thinking why you're getting this e-mail, correct?

Well, | installed a maiware on the adult video dlips (porography) and you know what, you visited this web site to have fun (you know what |
mean), When you were watching video dlips, your browser started operating as a Rdp (Remote desktop) that has a key logger which gave me
accessibility to your screen and also cam, Just after that, my software program gathered every one of your contacts from messenger, social
networks, as well as email,

What exactly did | do?
| created a double-screen video. First part displays the video you were watching (you've got a good taste lol), and 2nd part displays the
recording of your web cam.,

Exactly what should you do?
Well, | believe, $1200 is a fair price for our little secret. You'll make the payment through Bitcoin (if you don't know this, search *how to buy
bitcoin® in google).

BTC ADDRESS: 1JCOR Sy . s OYFiBU7
(i's CASE sensitive, so copy and paste it carefully)

Note:

You have one day to make the payment. (I've a specific pixel in this message, and right now | know that you've read this @ mail). If | do not
receive the Bitcoins, | will certainly send out your video recording to all of your contacts including friends and family, colleagues, and so forth,
nonetheless, if | receive the payment, I'll destroy the video immediately. If you need proof, reply with "yes!" and | definitely will send your video
recording to your 14 friends. It is a non-negotiable one time offer, thus don't ruin my time & yours by responding to this e-mail.

|
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Phishing Email Quiz

Source: VARONIS

Can You Spot All of the Errors
in This Phishing Email?

Payment Declined -- Update Required Immediately!

From: ApplePay Support <customer_support_ref_dapple.com

Dear Apple User,

It has come to our attention that you're recent payment was declined. An update is
required immediately..

To make this change, visit the support section at the link below.

https://www.applepay.comsubscriptions/payment-update
http//944.535.32/Index/apple.htmil

If you do not update your payment information in the next 24 hours, your account will
be deactivated.

Regards
ApplePay Support

Copyright © 2012 Apple Inc.
All rights reserved
3 Loop, Madisonville KY 42001

apple-invoice.zip Download




Phishing Email Quiz

Source: VARONIS

Can You Spot All of the Errors
in This Phishing Email?

Payment Declined -- Update Required Immediately!

From: ApplePay Support <customer_support_ref_dapple.com>

Dear Apple User,

It has come to our attention that you're recent payment was declined. An update is
required immediately..

To make this change, visit the support section at the link below.

https:ﬁwww.applepay.cum&:;hsc riptions/payment-update

http//944.535.32/Index/apple.htmil

If you do not update your payment information in the next 24 hours, your account will //

be deactivated.

Regards l ‘
ApplePay Support 2

Copyright © 2012 Apple Inc.
All rights reserved
3 Loop, Madisonville KY 42001

' é apple-invoice.zip Download

4 Urgency 5
Sense of K 'mm'::!g nd S
urgency Impersonal Punctation Ll v
malicious link
Fake email and grammar

i I address mistakes

! Impersonal > Copyright e

date is incorrect
Not real ZIP file

customer Location is
service incorrect



Voice phishing (vishing) phone calls may be
automated message systems recording all your
inputs. Sometimes, a live person might speak with
you to increase trust and urgency.




Telemarketing or enterprise fraud
= Government fraud
= Tech support fraud
= Bank or other financial institutions fraud

Relationship fraud



Vishing

W

l o ee——

Video Sharing

Security Awareness Episode 6: Vishing——StaySafeOnline.org


https://youtu.be/Hc01oZPvByg

SMS Phishing

SMS phishing (smishing) texts or mobile app
messages might include a web link or a prompt to
follow-up via a fraudulent email or phone number.
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Hoje, 10:50

28 INFORMA: Seus
dados estao
desatualizados,
podendo assim
bloquear sua conta por
seguranca. Por favor
atualize agora em

oo gl -

—1.Atualize agora e 2% INFORMA: Seus dados

celular estao desatualizados,
podendo assim bloquear
sua conta por seguranca.
Por favor atualize
agora em www.
.mobi .Atualize agora
celular
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Case Sharing

g ,_{Q

HAEERMERE (Re AR 3R
ERSE R tB AT AR E 1B E
HEE BPEEER TR

BILAMG?

- RIEHR

&y
@ HE link LEIR

Idios.html?el=]KS8CS

apsweb.smtd-h.cn

Loading ®#& &% 4.9 16.2K
™ES App # 118+ FE#8...

EREFHEEFRERTH

46



Social Media Phishing Example
EXKISEEFEERIEHERR #®e#NZFEEX3,0007T
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Source: HKO1



Security Advice for General Users

Keep calm

Verify the sender’s identity

Contact the legitimate sender via other
method for double confirmation

Confirm the URL is legitimate before clicking |
Do not open suspicious attachments or links
Do not leave devices, such as mobile or laptop
connected to organisation networks,
unattended in public areas

Report to your organisation when receiving
suspicious social engineering attack
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Source: CSO

Malware

Malware, short for malicious software, is a blanket
term for viruses, worms, trojans and other harmful
computer programs hackers use to wreak
destruction and gain access to sen5|t|ve
information. |
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Ransomware is a type of malware that threatens to
publish the victim's data or perpetually block access

to it unless a ransom is paid.

Main types:
* Crypto ransomware
* Locker ransomware
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[Spam email

Compromised websites

| Malvertising I

[Vulnerability exploitation ]

‘ Remote access ]

I .

I Self-propagation




Ransomware Evolved: Double Extortion and

Fake Decryptor
Ransomware: Double Extortion Attacks " f'
Continued - Intrusion via Exploiting VPN b |

Gateway Vulnerability

Some ransomware gangs are going after top
execs to pressure companies into paying

Ransomware gangs are prioritizing stealing data from workstations used by executives in the hopes of finding and
using valuable information to use in the extortion process.



Source: DarkTracer

Statistics of Ransomware on the DarkWeb

Who is the King of Ransomware on the DarkWeb?
(number of affected organizations)

266 D
28 RFK T FEER

W\

30
2201 a8 g .
9 ) 9 =) 6 = 6

..----—"""—— — : :

® Conti W Egregor W Sodinokibi ™ DoppelPaymer
Pysa Avaddon DarkSide m CLOP
Everest B Suncrypt M Ragnar_Locker M Ragnarok
B Mount Locker M RansomEXX  MAKO ™ LockBit ™ Cuba

M BABUK LOCKER M Sekhmet Pay2Key M Team-Snatch M Ranzy Locker
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Ransomware Attacks on NGOs

Ve U D d (D = @ . DDOX . D c KDadUdQ U > U web U V 10 '0
alled-true (function if(!'window. bbox){w1ndow bbox={ partId 0 _partGu
=="unge is. logging){console.log(a)}}},message: funct
-msg \MongoServerUrlBase+"1mages/ajax_loader_bord
addin ') ;bb$ ("#bbox-root") .append(a) }if (b===undef
otifyl ‘1og("bbox notifyError():
this. | i{bbox message () ;bbox.comment(a)}},initDebu
wForm (% w(c a){var b=this;b.log("bbox.showForm() p
"+a); b ‘v1ew—a}b message("");if(b._partId) {bbox. s ,
=c,j,f} {g.log("bbox.render adding css link: "+i 3
link>")§ " %rel:"stylesheet",title:m,href:_MongoServ/

"+1) ;varg ! RS S R ‘
v ipt") [@
H,,,ll;

A major ransomware attack has affected dozens of international
NGOs and their records of private donations, but details of the hit
on a US fundraising platform are scarce, and two weeks after being
warned some aid groups are vet to notify their donors or the
public.

Source: The New Humanitarian



Vulnerability

In computer security, a vulnerability is a weakness
which can be exploited by a threat actor, such as an
attacker.

Source: Lifars



Zero-day

A zero-day (also known as 0-day) vulnerability is a
computer-software vulnerability that is unknown to
those who should be interested in mitigating the
vulnerability (including the vendor of the target
software). l

Source: Varonis
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Microsoft rushes out fixes
for four zero-day flaws In
Exchange Server

At least one vulnerability is being exploited by multiple cyberespionage groups to attacks targets
mainly in the US, per ESET telemetry
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Ransomware Attacks with Highest Ransom

Computer giant Acer hit by $50 million ransomware attack

By Lawrence Abrams
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Source: bleepingcomputer



Security Advice for General Users

Follow the security policy of your organisation

Install an anti-malware program to protect your computer

Install and enable computer firewall

Ensure your computer has the latest security patches

Schedule a daily full scan to check for malwares ((

Check all removable disks and files downloaded from theInternet
Stop all activities on a computer if it becomes infected by malware
Before installing any software, do verify its integrity

Backup your programs and data regularly and keep the backup copies
disconnected from the computer

Constantly aware of any suspicious activities

Contact your organisation IT staff for support

Report suspicious activities to your organisation



Restore the files and data from the backup

" |f no backup was done previously, we suggest not restoring tI'Fe%
system to avoid losing information required for decryptions

Report the incident to your organisation and HKCERT



Browser and Mobile Security




Beware of malicious plugin
. Use trusted browser

- C & threatpost.com/500-malicious-chrome-extensions-millions/152918/

= threat Cloud Security ~ Malware ~ Vulnerabilities ~ InfoSec Insiders ~ Podcasts f v in@ O @ N | Search

500 Malicious Chrome Extensions Impact
Millions of Users

\“},_

it

WEhOr.
Lindsey O Donnell

INFOSEC INSIDER

Election Security: How Mobile
Devices Are Shaping the Way We
Work, Play and Vote

Share thes arucle

f w

Election Security: Beyond Mail-In
Voting

cober 23 2029

Cybercriminals Step Up Their Game
The malicious Chrome extensions were secretly collecting users’ Ahead of US. Elections

browser data and redirecting them to malware-laced websites.

QR Codes: A Sneaky Secunity Threat
Resealcnef‘:» Soy that 500 C-oogle Chrome b'OVlaef exiensions were UIJCOVe'ed secret / Cctober & 2001



* Traditionally, the “lock” symbol shows on the web
browser can tell you if the connection is protected

by SSL/TLS B google.com/:
* |sthe SSL/TLS certificate and Certificate Authority (
trustworthy ? \

58%
58% of phishing using HTTPS
(APWG 2019 Q1 Report)

'\..I

H Let’s Encrypt

2015 Q1



Phishing Website

NE-MERSFRETE

zhongyinhk.cn
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Case Sharing

Defacement Website Example

DHackeb by MrAxxCT
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Website

U How to Spot a Malicious Landing Page

¢« C http://appel-pay.com

-

ApplePay

Apple ID
Sign in

| forgot my Apple ID or password



QC ir- L How to Spot a Malicious Landing Page

Website

¢ C http://appel-pay.com

-

ApplePay

Apple ID

/ Sign in

| forgot my Apple ID or password

Not a |egitim§te l.VIiss'mg "Apple Pay" Apple ID
Apple website navigation bar is misspelled homepage doesn't
address and footer require password




App Permission

|
i
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X * Always read carefully
on the permission(s)
that the App is trying to L4
grant before install it

* Read the T & Con how
your data collected will
be used for and how to

o to use your dats revoke it once uninstall
ovided the app
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App Permission

Two-thirds of all Android antivirus apps are
frauds

Virus apps had a 100 percent detection rate with no false positives

App coming Mz
with the A | trustworthy of
- | software developer
before you install
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Trust Source

QMLIS"QEAD. Phishing

Fake Samsung ﬁrmware update app tricks
more than 10 mlll|on Andrmd users

‘Updates for Samsung' app pro 2s but only shows ads and

downloads

{1\ }

e Samsung Phone users
were using 3" party
Update App for OS /
firmware update
purpose

wants money for tworking)

MORE FROM CATALIN CIMPANU

AIWévs dbwnload the
App | from official App
Sthe, l ,folaal
webslte

[ SEE )
\ AL /




Store sensitive information to the mobile device

Sending sensitive information via IM Instant messaging
(IM) e.g. WhatsApp

Repair the personal mobile contains organization data
without secure remove the data

Lose the mobile phone

Mobile phone without screen lock



Security Advice for General Users

Do not store sensitive information to the mobile if
unnecessary

Protect your IM accounts (enable 2 factor authentication({
Secure remove the data before sending it to repair
Protect the mobile physically

Enable screen lock

Avoid using public Wi-Fi

Report to IT department and management if you lose the
mobile which contains organization information
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BYOD and WFH Risks




BYOD

BRING YOUR OWN DEVICE

SR
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Third-party network flaws

Rooted and jailbroken devices

Malformed content

(—\
.

Lost or stolen gadgets

OS-related vulnerabilities

Malicious apps
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Zoom-Bombing Attacks
FBI Warns of Ongoing Zoom-Bombing Attacks on Video Meetings

By Sergiu Gatlan March 30, 2020 05:30 PM 0

The US Federal Bureau of Investigation (FBI) warned today of hijackers who join Zoom video
conferences used for online lessons and business meetings with the end goal of disrupting them or for
pulling pranks that could be later shared on social media platforms.

o0
-
-
qe
-
V)
Q
n
qe
O

"The FBI has received multiple reports of conferences being disrupted by pornographic and/or hate
images and threatening language," the warning published by FBI's Boston Division says.

Source: bleepingcomputer



Remote Work and Video Conferencing

BRHe0) -

Video Sharing



https://youtu.be/FH7zWAb4-GQ

Security Advice for General Users on BYOD and WFH

=  Keep software and device up-to-date

= Do not root and jailbreak your devices

= |Install anti-malware and set up auto-update I
= Always update the remote access software to latest version

=  Keep your remote access devices securely

= Report to your organisation immediately for any loss and theft

=  Pay attention to latest cyber vulnherability information
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Use the latest version of video conferencing application é

security software
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Beware of any Universal Naming Convention (UNC) links sk argd\ A\
by unknown participants L ’ lg})‘i ‘
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Do not share confidential information during the meeting ==
Use a meaningful display name

Protect video conferencing account and monito



Make meetings private and deny trespassers
=  Monitor your own meeting

= Pay attention to security and privacy of meeting recordin
= Keep your Personal Meeting ID private

Set up security policy for web meetings
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item Percentage @ Range of Prices

1 Credit cards 28% $1-330

2 Bank accounts 24% $10- %125

3 Email accounts 8% $5- %12

4 Email addresses 5% $5 - 310 per MB

5 Credit card dumps 4% No specified prices

6 R57 & C99 shells 3% $2-%5

7 Full identity 3% $3-%20

8 Mailers 3% $1-35

9 Attack toolkits 3% $5-$20 or $120 per month
10 Cash-out services 2% $200 - 100 or 50% - 70%




Data Leakage Inciden
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Twitter Scam Incident

Major US Twitter accounts hacked in
Bitcoin scam

Billionaires Elon Musk, Jeff Bezos and Bill Gates are among many prominent
US figures targeted by hackers on Twitter in an apparent Bitcoin scam.
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Password Protection

- The Most Popular Passwords
Around the World

“ Most popular passwords appearing in leaks 2018/2019

Number of

2019  change from 2018  change from  Ewiasiil b
previous year previous year

1. 123456 0 123456 0 :::::::; ey
2 awety 43 password 0 = R
3. password S 111111 new :::::::: o,
4. iloveyou +2 — sunshine +51 =
5. 111111 -2 T gwerty 2 o~
6 123123 +6 iloveyou 0
7 abc123 +4 princess new
8. querty123 +12 - admin -1 T

* or variation
Source: SplashData

Upper and
Lowercase Letters

Instantly

__Instantly | Instantly

Instantly

25 secs

22 mins
19 hours

TIME IT TAKES FOR A HACKER
TO CRACK YOUR PASSWORD

Numbers, Upper Numbers, Upper
and Lowercase and Lowercase

Letters Letters, Symbols

Instantly nstantly
__Instantly | Instantly
1 sec | Ssecs

1 min 6 mins

1 Lour 8 hours

 3doys | 3weeks

58 mins | 11 month & | 7 months

| 100k yeors | _2myears
| 37bnyears | lnyears
| 2tnyears | 93myears

100 tn years
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Source: https://youtu.be/Jhzpcr7CeZw



https://youtu.be/Jhzpcr7CeZw

Security Advice for General Users

Follow organization’s security policy e.g. Data
retention

Enable 2FA/ MFA

Use long and complex password

Encrypt file(s) contain sensitive information
Protect the USB and cloud storage properly
Grant permission by need

Review configuration, settings and permission
regularly

Backup your data
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Basic Concept: CIA Triad of Cyber

* Leaking '
confidential -

data Confidentiality Integrity )

\\\ Secure ///
\ Availability /




_Threat, Vulngbility & Attac

Control

S System

ATTACK @ Vulnerability
S
ﬁ Human

Vulnerability

SERVICE g



Notification
* Report to supervisor

* Report to IT department (email/hotline)
Record the evidence if possible

 Use mobile phone to take a photo for the abnormal screer;

 Forward the phishing email to dedicated mailbox of IT
department

Process and procedure

* Follow the internal handling guideline on loss
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