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IT Security Practice Guide

3

1 for all NGOs

One(1) for “Large NGOs”

One(1) for “Medium NGOs”

One(1) for “Small NGOs”

➢ To develop one (1) IT Security Practice Guide for all NGOs 

➢ 3 security levels for different protection requirements 

Elementary Intermediate Advanced
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17 Security Domains

4

1. IT Security Governance

2. Password Control and Authentication

3. Websites and Web Applications

4. Data Management

5. Computer Networks Security

6. Email Security

7. Cloud Computing Security

8. Physical Security

9. Mobile Security

10. Remote Access/Work from Home

11. Security Risk Assessment and Audit

12. Insider Threats

13. Vendor Management

14. Awareness and Training

15. Incident Response

16. Business Continuity Management

17. Log Management and Monitoring
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3 Security Level

5

Elementary

Intermediate

Advanced

The basic good practices

More good practices will be covered

The comprehensive good practices will be covered
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3 Security Level

6
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How can NGO choose 
the protection requirements? 

7

Step1. Generic

Step2. Specific

Choose the Overall Security 
Profile for the organisation.

Assess the Security Level of 
critical systems.

High-level assess method

Precise assess method

A

B
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8

Elementary

Intermediate

Advanced

A Progressive Model

Basic

Step1. Generic
Choose the Overall 

Security Profile for the 
organisation.

Current State Target State
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High-level assess method

NGO should adopt the requirements of elementary security level to all 
assets. 

NGO should adopt the requirements of intermediate security level to the
assets which contain valuable and sensitive information.

NGO should adopt the requirements of advanced security level to the 
high-risk assets, such as public internet facing, cloud platform, aged 
applications.

9

Step2. Specific

Assess the Security Level 
of the critical systems.

Elementary

Intermediate

Advanced
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Precise assess method

NGO can use IT Asset valuation template to assess the security requirement 
of their systems accurately. 

The system can be one device (one IP address) [more specific] or a set of 
devices in a system [more general].

10

Basic Information IT Asset Attribute

Risk Component & Security Score  
(automatically determined)

Step2. Specific

Assess the Security Level 
of critical systems.
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Precise assess method

Based on the 6 attributes of IT assets to determine 3 measures of risk 
component : “ Impact”, “Threat” and “Likelihood”.

Figure out 3 security level: “Elementary”, “Intermediate”, and 
“Advanced”

11

IT Asset Attribute

Risk Component

Security Level Elementary |  Intermediate | Advanced

Impact

Asset 
Value

Info. 
Classification

Threat

Security Risk 
Assessment

Security 
Patches

Likelihood

Resilience
Accessed 

By 

Very Low

Low

Medium

High

Public

Restricted

Sensitive

Confidential

Periodically

Over 3 Years

Once

No Plan

Regularly

Planned

Outdated

Not Sure

High Availability

Drill-Tested

Backup

Not Available

Own

Public

Own & Partners

Own & Public

Elementary Intermediate Advanced

Score

1

2

3

4

Step2. Specific

Assess the Security Level 
of critical systems.
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Risk Component and Security Level

12

Threat Level = Security Risk Assessment and System Update

Impact Level = Asset Value and Information Classification

Likelihood Level = Accessed By and Resilience

Security Level Impact + Threat + Likelihood

Elementary Security Score: 3 ~ 7

Intermediate Security Score: 8 ~ 11

Advanced Security Score: 12 ~ 15

The IT Asset valuation template will 
automatically determine the Risk 

Component and Security Level

Security Level

Risk Component

Step2. Specific

Assess the Security Level 
of critical systems.
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IT Asset Valuation List Template
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Basic Information IT Asset Attribute

Risk Component & Security Score  
(automatically determined)
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Info. 
Classification

Security 
Risk 

Assessment

Security 
Patches

Resilience
Accessed 

By 
Asset 
Value

Asset Value

The primary assets:

[more specific]

one device (one IP address)

[more general]

a set of devices in a system 

14

Level Score Description

Very Low 1 Require little effort or cost to recover, no impact 
to the organization.

Low 2 Cost of recovery acceptable, causing slight 
inconvenience or some embarrassment.

Medium 3 Moderate resources or effort to recover,  financial 
and reputation loss are noticeable.

High 4 Significant financial or great effort to recover, loss 
of key asset or capability required carrying out 
services.
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Asset 
Value

Info. 
Classification

Security 
Risk 

Assessment

Security 
Patches Resilience

Accessed 
By 

15

Level Score Description

Public 1 Information that are not sensitive and there is no issue with release to the general 
public i.e. organization website.

Restricted 2 Information only to be accessed internally or with third parties that have signed a 
non-disclosure agreement i.e. organisation email, policies, and procedures etc.

Sensitive 3 Information only to be accessed by the specified group i.e. organization financial 
information, clients’ sensitive information.

Confidential 4 Information which, if disclosed to unauthorized persons (internal/external) could 
cause material harm to the organization i.e. information that could result in the 
loss of competitive advantage or reputation.

Information Classification (Confidentiality)
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Asset 
Value

Info. 
Classification

Security 
Risk 

Assessment

Security 
Patches Resilience

Accessed 
By 

16

Security Risk Assessment

Score Security Risk Assessment

1 Periodically

2 Over 3 Years

3 Once

4 No Plan
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Asset 
Value

Info. 
Classification

Security 
Risk 

Assessment

Security 
Patches Resilience

Accessed 
By 

17

System Update (Integrity)

Rate System Patches Update

1 Regularly

2 Planned

3 Outdated

4 Not Sure



Copyright @ 2021 HKPC All rights reserved

Asset 
Value

Info. 
Classification

Security 
Risk 

Assessment

Security 
Patches Resilience

Accessed 
By 

18

Resilience (Availability)

Rate System Resilience

1 High Availability

2 Drill Tested

3 Backup

4 Not Available
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Asset 
Value

Info. 
Classification

Security 
Risk 

Assessment

Security 
Patches Resilience

Accessed 
By 

19

Accessed By Whom
Level Rate Description

Own 1 Organisation internal access only.

Public 2 Open for public access

Own & Partners 3 Grant access to NGO, affiliated NGOs and/or third parties 
organisations.

Own & Public 4 Allow NGO and registered persons access with limited 
authority i.e. NGO membership portal.
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Precise assess method

20

IT Asset Attribute

Risk Component

Security Level Elementary |  Intermediate | Advanced

Impact

Asset 
Value

Info. 
Classification

Threat

Security Risk 
Assessment

Security 
Patches

Likelihood

Resilience
Accessed 

By 

Very Low

Low

Medium

High

Public

Restricted

Sensitive

Confidential

Periodically

Over 3 Years

Once

No Plan

Regularly

Planned

Outdated

Not Sure

High Availability

Drill-Tested

Backup

Not Available

Own

Public

Own & Partners

Own & Public

Elementary Intermediate Advanced
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Example

21

Basic Information
Asset No. Asset Info. Location

1 Internal 
Database

On-premises

IT Asset Attribute
Asset Value Info. 

Classification
Security Risk 
Assessment

System 
Patches

Accessed By Resilience

High Confidential No Plan Outdated Own Backup

Risk Component & Security Score
Impact Threat Level Likelihood Security 

Score

Very High Very High Low 12

Step 1. Fill in the basic information in 
IT Asset Valuation List

Step 2. Fill in the IT Asset Attributes in IT 
Asset Valuation List

Step 3. The IT Asset Valuation List will 
automatically determine the Risk 

Component and Security Level

Step 4. Based on the security levels, follow the 
corresponding security recommendations on 

each covered area.
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Checklists and Templates

• IT Asset Valuation List Template

• Security Incident Response Form and Records (Template)

• Vendor Risk Assessment Checklist

• Security Audit Checklist Template

• Seven Habits of Cyber 

• Security Risk Assessment Guidelines
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Security Risk Assessment Tools

• WinAudit

• NMap/Zenmap Security Scanner

• Nessus Essentials

• OWASP Zed Attack Proxy (ZAP)

• Kali Linux

• Logging Made Easy

• VeraCrypt
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分享「資訊科技保安審計先導計劃」的觀察及經驗
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❖ Lack of Cyber Security Awareness 
& Knowledge

❖ No IT Staff / Over Reliance on 
Service Providers

❖ Cyber Security Incident Happened 
Before

❖ Difficulty in Quantifying Cyber 
Risks

Case Sharing : NGO

Before..
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Only 20% of NGOs have a policy in place to 

address cyberattacks.
Source: NTEN

59% of NGOs do not provide any 

cybersecurity training to staff on a regular basis

Source: NTEN

More than 70% of NGOs have NOT run even 

one vulnerability assessment to evaluate their 
potential risk exposure.

Source: CohnReznick

NGO Sector Is Vulnerable….
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Cyber Attack

27

Threat
Actors

ATTACK

System 
Vulnerability

Human 
Vulnerability

Sensitive
Data / Service 

/ Reputation

Control

Data
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- Unpatched System/Software
- Misconfiguration
- Missing/Poor Encryption
- Bugs
- …

- Malicious Insider
- Careless Staff
- Staff vulnerable to social 

engineering
- Weak Passwords
- … 

System 
Vulnerability

Human 
Vulnerability
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Identify

Analyse

PrioritiseMitigate

Monitor

Risk 
Management

✅

✅

✅
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Knowing Your Risks is not only the first step 
to cyber security… 

It is an important step also!
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❖ Improved Management & Staff’s
Cyber Security Awareness

❖ Identified the Weakness and
Vulnerability on the Systems and
Operation Workflow

❖ Better Understand Cyber Risks
and Corresponding Mitigation
ActionsAfter..

Case Sharing : NGO
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Thank you!
IT Security Portal
https://itsecurity.hkcss.org.hk/

HKCERT
https://www.hkcert.org/
HOTLINE: 8105 6060

Sean Tam
Email: seantam@hkpc.org
Phone: 2788 5857

Billy Ho
Email: billyho@hkpc.org
Phone: 2788 5779

https://itsecurity.hkcss.org.hk/
https://www.hkcert.org/

