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IT Security Practice Guide hkpCo

ENB
/>To develop one (1) IT Security Practice Guide for all NGOs \

One(1) for “Large NGOs”

I!m One(1) for “Medium NGOs” ‘ 1 for all NGOs
One(1) for “Small NGOs”

» 3 security levels for different protection requirements

\ Elementary Intermediate /
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3 Security Level

Elementary The basic good practices

Intermediate More good practices will be covered

Advanced The comprehensive good practices will be covered
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3 Security Level

Remote Access/Work from Home

Security Level: E = Elementary, I = Intermediate, A = Advanced

Access to vour home computer s desktop and mobile

devices should at least be password protected, and the
nassword should be strong one.

Update vour personal devices antivirus solution with an

updated signature and update vour software and operating
svstems.

Encrvpt devices and other media that contain sensitive
personal information. Includes laptops, tablets, smartphones,
removable drives, and cloud storage solutions. Disk
encryption or folder encryption also helps protect
information on stolen or compromised computers.
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How can NGO choose hkpC
the protection requirements?

Choose the Overall Security
Profile for the organisation.

_— o

High-level assess method

Step2. Specific

Assess the Security Level of e

critical systems.

Precise assess method
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%ate —  TOrget State Choose the Overall

Security Profile for the
Advanced organisation.

Intermediate

Elementary |
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Step2. Specific

High-level assess method Assess the Security Level

of the critical systems.

Elementary

NGO should adopt the requirements of elementary security level to all
assets.

Intermediate

NGO should adopt the requirements of intermediate security level to the
assets which contain valuable and sensitive information.

Advanced

NGO should adopt the requirements of advanced security level to the
high-risk assets, such as public internet facing, cloud platform, aged
applications.

9
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Precise assess method

Step2. Specific

Assess the Security Level

of critical systems.

NGO can use IT Asset valuation template to assess the security requirement

of their systems accurately.

Basic Information

IT Asset Attribute

Risk Component & Security Score
(automatically determined)

P SR Inf_o. II:Iassiﬂlcaltion Security Risk Sys. Patrlzhes Resilir_-llwrlze e Threat Consequence F'Iroblability Security
1 ﬂ | Confidentiality] Assessment Integri : Level Impact n IleeIlhozﬂ Score [
2 [waAs-001 WebApp Internet Facing, Cross NGOs |NGO DC-001 | High Sensitive Before Launch Outdated Backup Own & Partners High Very High High 13
3 JWAS-002 WebApp Backend system (Confidential NGO DC-002 | High Confidential Before Launch Outdated Backup Own High Very High Low 11
4 |WAS-003 Website for Public Public Cloud (Azure) | High Public Before Launch Outdated Backup Public High Medium Medium 10
5 [5Y5-001 bApp for NGO & Public Users Public Cloud [Azure) | High Restricted Before Launch Outdated Backup Own & Public High High Very High 13
6 |5Y5-002 for Internal users On-premises | Medium Restricted Periodically Outdated Backup Own Low Medium Low 7
7 |5Y5-003 On-premises | Medium Sensitive Before Launch Outdated Backup own High High Low 10
8 |Mohile-001 Out Door | Medium Restricted Befare Launch Outdated Not Available Own High Medium Medium 10
g hgn_ngjg MG Medinm Sensitive Before Launch Ouidated Backun (Tharn, Hizh Hirh | owar 10
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Precise assess method

Step2. Specific

Assess the Security Level
of critical systems.

Based on the 6 attributes of IT assets to determine 3 measures of risk
component : “ Impact”, “Threat” and “Likelihood”.

Figure out 3 security level: “Elementary”, “Intermediate”, and

“Advanced”

Security Level

Risk Component

Elementary

Intermediate

Advanced

IT Asset Attribute

I Very Low Public Periodically Regularly High Availability Own
Low Restricted Over 3 Years Planned Drill-Tested Public

I Medium Sensitive Once Outdated Backup Own & Partners
High Confidential No Plan Not Sure Not Available Own & Public

MAKE SMART umA
SMARTER x =
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Step2. Specific

Risk Component and Security Level Assess the Security Level
Risk component of critical systems.

o N I S Security Level

83 3 4 5 6

g3 a4 5 6 7

<4 i 2 _; i Security Level Impact + Threat + Likelihood
Infermation Classification Security Score: 3~ 7

Impact Level = Asset Value and Information Classification

Intermediate Security Score: 8 ~ 11

Advanced Security Score: 12 ~ 15
o 12 3 4 5
" 2 3 4 5 6
2 3 a 5 6 7

=)
4 5 & 7 8
1 2 3 4
Security Risk Assessment

Threat Level = Security Risk Assessment and System Update

The IT Asset valuation template will
: R B : automatically determine the Risk
- I I — ; Component and Security Level

12
MAKE SMART y o Accessed By N
SMARTER » = Likelihood Level = Accessed By and Resilience Copyright @ 2021 HKPC Al rights reserved



*hkpg’

TENB

IT Asset Valuation List Template

Risk Component & Security Score

Basic Information IT Asset Attribute (automatically determined)
Asset Valt Iniic-. [:Iassiﬁlc:altic-n Security Risk Sys. PatF:hes Reslilierrlc:e ey Threat Consequence F'Irc-blability Sgc:urity
1 ﬂ ~ ~ H Confidentialitylid Assessment H Integri n Availabili Level ﬂ Impact H [L|ke||hoc= Score |
2 |WASrOi}1 WebApp Internet Facing, Cross NGOs |NGO DC-001 High Sensitive Before Launch Outdated Backup Own & Partners High Very High High 13
3 WAS-002 Webapp Backend system (Confidential NGO DC-002 High Confidential Before Launch Outdated Backup Own High Very High Low 11
4 WAS-003 Webhsite for Public Public Cloud [Azure) High Public Before Launch Outdated Backup Public High Medium Medium 10
5 5Y5-001 Webapp for NGO & Public Users Public Cloud [Azure) High Restricted Before Launch Outdated Backup Own & Public High High Wery High 13
& S5YS-002 WebaApp for Internal users On-premises Medium Restricted Periodically Outdated Backup own Low Medium Low 7
7 SY5-003 WebApp Internal (Sensitive) On-premises Medium Sensitive Before Launch Outdated Backup own High High Low 10
8 Mobile-001 Maobile App for Internal Out Door Medium Restricted Before Launch Outdated Not Available Own High Medium Medium 10
9 NGO-Data NGO Proprietary Info. NGO Medium Sensitive Before Launch Outdated Backup own High High Low 10
10 NGOs-Data NGO Shared Info. G-5uite-Google Medium Sensitive Before Launch Planned Not Available Own Medium High Medium 10
11 NGO-Data-X NGO Internal Data On-premises High Restricted No Plan Outdated Backup Own Very High High Low 11
12 NGO-Data-XX NGO Sensitive Data On-premises Medium Sensitive Before Launch Outdated Backup own High High Low 10
13 WEB-001 NGO Main Site Cloud Medium Sensitive Before Launch Planned Not Available Public Medium High High 11
14 WEB-002 NGO Intranet On-premises Medium Restricted No Plan Planned Backup Own High Medium Low 9
15 XFW-0001 10.10.1.1 /225.128.1.1 HO-DC-01 High Confidential Before Launch Outdated Not Available own High Very High Medium 12
16 HRS-1002 227.12.27.5 HRM-Azure-Cloud Medium Restricted Occasional Planned Backup Own Low Medium Low 7
17 FIN-1001 226.50.1.10 IMS-Azure-Cloud Medium Sensitive Occasional Planned Backup Own Low High Low 8
18 NGO-APP-001 NGO Application HO-DC-01 Medium Restricted Before Launch Outdated Not Available own High Medium Medium 10
19 IF5-HO-DC-0A-01 10.10.20.100 HO-DC-01 Medium Restricted No Plan Outdated Not Available Own Very High Medium Medium 11
20 IFS-HO-DC-CASE-01 |10.10.20.101 HO-DC-01 Medium Restricted No Plan Outdated Not Available own Very High Medium Medium 11
21 WEB-HO-DC-01 10.10.1.10/225.128.1.2 Cloud AWS Medium Restricted Before Launch Planned Not Available Public Medium Medium High 10
22 IDB-HO-DCO01 10.10.5.5 HO-DC-01 High Sensitive Occasional Outdated Backup Own Medium Very High Low 10
23 IDB-HO-DC-02 10.10.5.6 HO-DC-01 High Restricted Before Launch Outdated Backup Own & Partners High High High 12
24 Financial Data NGO Financial Data HO-DC-01 Medium Sensitive Occasional Planned Backup Own Low High Low 8
25 HR Data NGO HR Data HO-DC-01 Medium Restricted Occasional Planned Backup Own Low Medium Low 7
26 NGO Broad Data NGO Broad Data HO-DC-01 Medium Confidential Occasional Planned Backup own Low Very High Low 9
27 Guest-WiFl NGO Guest WiFi HQ Main Hall Very Low Public No Plan Not Sure Not Available Public Very High Very Low High 10
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Securit [ hl ( c©
ecurity . o
Asset Info. Risk Security Resilience Accessed p

Classification Patches B
Value Assessment y EENE

Asset Value Level  Score Description

Very Low| 1 |Require little effort or cost to recover, no impact

) to the organization.
The primary assets:

[more specific]
one device (one IP address)

Low 2 Cost of recovery acceptable, causing slight
inconvenience or some embarrassment.

Medium 3 |Moderate resources or effort to recover, financial

and reputation loss are noticeable.
[more general]

a set of devices in a system

High 4  Significant financial or great effort to recover, loss
of key asset or capability required carrying out
services.

Info. Classification Security Risk Sys. Update Resilience Threat Consequence Probability  Security

1 nﬁsset Information : Asset Vallﬂ [[:nnﬁdentialityﬂ Assessment u [Integritﬂu [Availabilitvﬂ Accessed By u Level u (Impact) u [Likelihmﬂ Score
2 |WAs-001 Webdpp Internet Facing, Cr High Sensitive Over 3 Years Planned Backup Own & Partners Low Very High High 11
3 |WAS-002 WehApp Backend system (C High Confidential Once Planned Backup Cwin Medium Very High Low 10
4 |WAS-003 Wehsite for Public High Public Once Outdated Backup Public High Medium Medium 10
5 |5Y5-001 Wehapp for NGO & Public High Restricted Once Outdated Backup Own & Public High High Wery High 13
& |5Y5-002 Webapp for Internal users Medium Restricted Periodically Outdated Backup Own Low Medium Low 7
7 |5Y5-003 Wehapp Internal (Sensitive) Medium Sensitive Once Outdated Backup Cwin High High Low 10
& |Mobile-001 Mohile App for Internal Medium Restricted Once Outdated Mot Available Own High Medium Medium 10
8 |NGO-Data NGO Proprietary Info. Medium Sensitive Once Outdated Backup Chwin High High Low 10
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Asset . . e
sse 12 Risk Security Resilience Accessed p

Value Classification Patches
Assessment By EENB

Information Classification (Confidentiality)

Level Score Description

Public 1 Information that are not sensitive and there is no issue with release to the general
publici.e. organization website.

Restricted 2 Information only to be accessed internally or with third parties that have signed a
non-disclosure agreement i.e. organisation email, policies, and procedures etc.

Sensitive 3 Information only to be accessed by the specified group i.e. organization financial
information, clients’ sensitive information.

Confidential 4 |Information which, if disclosed to unauthorized persons (internal/external) could
cause material harm to the organization i.e. information that could result in the
loss of competitive advantage or reputation.

Info. Classification Security Risk Sys. Update Resilience Threat Consequence Probability  Security

1 nﬁsset Information Asset Valu [[:nnﬂdentiality: Assessment u [Integritﬂu [Availabilitvﬂ Accessed By u Level u (Impact) u [Likelihmﬂ Score
2 |WAs-001 Webdpp Internet Facing, Cro High Sensitive Over 3 Years Planned Backup Own & Partners Low Very High High 11
3 |WAS-002 WehApp Backend system (Co High Confidential Once Planned Backup Cwin Medium Very High Low 10
4 |WAS-003 Wehsite for Public High Public Once Outdated Backup Public High Medium Medium 10
5 |5Y5-001 Wehapp for NGO & Public Us High Restricted Once Outdated Backup Own & Public High High Wery High 13
& |5Y5-002 Webapp for Internal users Medium Restricted Periodically Outdated Backup Own Low Medium Low 7
7 |5Y5-003 Wehapp Internal (Sensitive) Medium Sensitive Once Outdated Backup Cwin High High Low 10
& |Mobile-001 Mohile App for Internal Medium Restricted Once Outdated Mot Available Own High Medium Medium 10
8 |NGO-Data NGO Proprietary Info. Medium Sensitive Once Outdated Backup Chwin High High Low 10
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Asset . . -
sse Info Risk Security Resilience Accessed p

Value Classification Patches B =
Assessment y FEAE

Security Risk Assessment

Score Security Risk Assessment
1 Periodically
2 Over 3 Years
3 Once
4 No Plan

Info. Classification Security Risk Sys. Update Resilience Threat Consequence Probability  Security

Asset Valu

n Asset Information Accessed By u

1 [[:nnﬁdentiality: Assessment : [Integritﬂu [Availabilitvﬂ Level u (Impact) u [Likelihmﬂ Score
2 |WAs-001 WebApp Internet Facing, Cro High Sensitive Over 3 Years Planned Backup Own & Partners Low Very High High 11
3 |WAS-002 WehApp Backend system (Co High Confidential Once Planned Backup Cwin Medium Very High Low 10
4 |WAS-003 Website for Public High Public Once Outdated Backup Public High Medium Medium 10
5 |5Y5-001 Wehapp for NGO & Public Us High Restricted Once Outdated Backup Own & Public High High Wery High 13
& |5Y5-002 WebApp for Internal users Medium Restricted Periodically Outdated Backup Own Low Medium Low 7
7 |5Y5-003 Wehapp Internal (Sensitive) Medium Sensitive Once Outdated Backup Cwin High High Low 10
& |Mobile-001 Mohile App for Internal Medium Restricted Once Outdated Mot Available Own High Medium Medium 10
8 |NGO-Data NGO Proprietary Info. Medium Sensitive Once Outdated Backup Chwin High High Low 10




S .'l- @
Asset . . re
sse Info Risk Security Resilience Accessed p

Value Classification Patches =
Assessment By FEAE

System Update (Integrity)

Rate System Patches Update
1 Regularly
2 Planned
3 Outdated
4 Not Sure

L M M O
[ . [ Inf_n. [:Iassiﬁlc:altinn Security Risk Sys. Uprflate Heslilimlvlz:e Acoessed By Threat Consequence lehlabilitv Security
1 n H [L:nnﬁdentmhtyﬂ Assessment : [Integntﬂ: [Avmlahhtvﬂ u Level u (Impact) u [leehhmﬂ Score
2 |WAs-001 WebApp Internet Facing, Cro High Sensitive Over 3 Years Planned Backup Own & Partners Low Very High High 11
3 |WAS-002 WehApp Backend system (Co High Confidential Once Planned Backup Cwin Medium Very High Low 10
4 |WAS-003 Website for Public High Public Once Outdated Backup Public High Medium Medium 10
5 |5Y5-001 Wehapp for NGO & Public Us High Restricted Once Outdated Backup Own & Public High High Wery High 13
& |5Y5-002 WebApp for Internal users Medium Restricted Periodically Outdated Backup Own Low Medium Low 7
7 |5Y5-003 Wehapp Internal (Sensitive) Medium Sensitive Once Outdated Backup Cwin High High Low 10
& |Mobile-001 Mohile App for Internal Medium Restricted Once Outdated Mot Available Own High Medium Medium 10
8 |NGO-Data NGO Proprietary Info. Medium Sensitive Once Outdated Backup Chwin High High Low 10




W 0o~ |||

Securit o ©
Asset Info. Risk y Security Resilience Accessed * ‘ :
Value Classification Patches B =
Assessment v EENE
Resilience (Availability)
Rate System Resilience
1 High Availability
2 Drill Tested
3 Backup
4 Not Available
K L M M O
, Info. Classification Security Risk Sys. Update Resilience Threat Consequence Probability  Security
Asset Inf at Asset Val Acc dB
n setmormation setval [[:nnﬁdentialityﬂ Assessment u [Integritﬂu [Availabilitvn e u Level u [Impac:t]u [Likelihmﬂ Score |
WAS-001 WebApp Internet Facing, Cro High Sensitive Over 3 Years Planned Backup Own & Partners Low Very High High 11
WAS-002 WehApp Backend system (Co High Confidential Once Planned Backup Cwin Medium Very High Low 10
WAS-003 Website for Public High Public Once Outdated Backup Public High Medium Medium 10
5¥5-001 Wehapp for NGO & Public Us High Restricted Once Outdated Backup Own & Public High High Wery High 13
5Y5-002 WebApp for Internal users Medium Restricted Periodically Outdated Backup Own Low Medium Low 7
5YS-003 Wehapp Internal (Sensitive) Medium Sensitive Once Outdated Backup Cwin High High Low 10
Mohile-001 Mohile App for Internal Medium Restricted Once Outdated Mot Available Own High Medium Medium 10
NGO-Data NGO Proprietary Info. Medium Sensitive Once Outdated Backup Chwin High High Low 10
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Asset
Value

Level
Own

Public

Own & Partners

Own & Public

Info.

Classification

i ot ©
Security Security - Accessed - hk C
Risk Patches Resilience B
Assessment y EENB

Accessed By Whom

Rate
1

2

Description
Organisation internal access only.

Open for public access

Grant access to NGO, affiliated NGOs and/or third parties
organisations.

Allow NGO and registered persons access with limited
authority i.e. NGO membership portal.

Info. Classification

Security Risk

Sys. Update

Resilience

Threat

Consequence Probability

Security

HASSEt Information Asset Valu [[:nnﬁdentialityﬂ Assessment u [Integritﬂu [Availabilitvl Accessed By u Level u (Impact) u [Likelihmﬂ Score
WAS-001 Webdpp Internet Facing, Cro High Sensitive Over 3 Years Planned Backup Own & Partners Low Very High High 11
WAS-002 WehApp Backend system (Co High Confidential Once Planned Backup Cwin Medium Very High Low 10
WAS-003 Wehsite for Public High Public Once Outdated Backup Public High Medium Medium 10
5¥5-001 Wehapp for NGO & Public Us High Restricted Once Outdated Backup Cwn & Public High High Wery High 13
5YS5-002 Webapp for Internal users Medium Restricted Periodically Outdated Backup Own Low Medium Low 7
5YS-003 Wehapp Internal (Sensitive) Medium Sensitive Once Outdated Backup Cwin High High Low 10
Mohile-001 Mohile App for Internal Medium Restricted Once Outdated Mot Available Own High Medium Medium 10
NGO-Data NGO Proprietary Info. Medium Sensitive Once Outdated Backup Chwin High High Low 10




Security Level

Risk Component

Precise assess method

- Intermediate = Advanced

TENB

IT Asset Attribute
Very Low Public Periodically Regularly High Availability Own
Low Restricted Over 3 Years Planned Drill-Tested Public
Medium Sensitive Once Outdated Backup Own & Partners
High Confidential No Plan Not Sure Not Available Own & Public

MAKE SMART umA
SMARTER x =
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Example

ang ©

Step 3. The IT Asset Valuation List will EENB
automatically determine the Risk
Component and Security Level

IT Asset Attribute Risk Component & Security Score

Asset No. Asset Info. Location Asset Value
1 Internal On-premises
Database High

Step 1. Fill in the basic information in
IT Asset Valuation List

Step 2. Fill in the IT Asset Attributesin IT
Asset Valuation List

Info. Security Risk System Accessed By
Classification Assessment Patches
Confidential No Plan Outdated Own
Database Security

Security Level: E = Elementary, | = Intermediate, A = Advanced

1 Access to the database must be securely controlled.

2 | Whether your database server is on-premise or in a cloud data
centre, it must be located within a secure, climate-controlled
environment.

MAKE SMART umA
SMARTER x =

3 Always be aware of who is accessing the database and when and
how the data is being used. Data monitoring solutions can alert
you if data activities are unusual or appear risky.

4 | All backups, copies, or images of the database must be subject to
the same (or equally stringent) security contrals as the database
itself.

5 Always use the latest version of the database management
software and apply all patches as soon as they are issued.

6 | Secure Data at Rest: Encrypt personal data stored in a database,
would adversely impact the relevant individuals in the event that
it is compromised.

* Encrypt storage (i.e.: Bitlocker, Databases (TDE) etc.)
+ Encrypt passwords and other configuration settings

Secure Data in Transit: Enable database encryption services:
+ Enable network level encryption protocols
*_Virual Private Network (SSL / IPSec)

7 Log all unauthorised and anomalous database activities, so that
these activities can be tracked and analysed.

Impact Threat Level Likelihood Security
Score

Very High Very High Low

Step 4. Based on the security levels, follow the
corresponding security recommendations on
each covered area.

21
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Checklists and Templates

Security Incident Response Report Form

° IT Asset Va | u at i O n Li St Te m p I ate I—— INCIDENT IDENTIFICATION INFORMATION .
Incident Detector's Information:.
Mz me:t- = = Date and Time Detectad: .+
* Security Incident Response Form and Records (Template) ———
. . — INCIDENT SUMMARY
* Vendor Risk Assessment Checklist v e e e
. . . beven Habits of Cyber Security for NGOs . T
¢ Se C u r I ty A u d It C h e C k | I St Te m p I ate Security Aspects . Control Rationale . Best Practices . Self-Assessment (Click all that |-
applicable) -
1. Security Policy and Security Policy is an important 0  staff should be given a chance O My organization does not

e Seven Habits of Cyber

Security Management .| document in an organization. It dictates
security requirements and attitude of
senior management with respect to
cybersecurity risk management. Senior

to read through the security have a security policy .

policy, understand security

requirements of the O My organization has a -

* Security Risk Assessment Guidelines

organization and acknowledge

management should setup a
mechanism to maintain and disseminate
the requirements of security policy to
staff in a regularly basis. .

to conform when they onboard. o

The policy should be put in

somewhere the staff can refer to o

security policy -
The security policy can be
easily accessed by staff .

: Staff needed to
easlly. - acknowledge the security '
Policy should be updated and let policy when they !
th -
e'staff to re-acknowledge the anboards
policy regularly. .
O staff needed to re-

acknowledge the security
policy regularly -

0

1

1

- . [

. u

I

Registry changes by malware E

1
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Security Risk Assessment Tools

[ ] Wi nAu d it e Profile ) ; g

Scan Tools Help

Target: | scanmenmap.org www.reddit.com ~ | Profiles | Quick scan plus ~ Cancel

[ ] N IVI a p/Ze n m a p Sec u rity Sca n n e r Command: | nmap -sV -T4 -0 -F --version-light scanme.nmap.org www.reddit.com
Services Nmap Output Ports / Hosts Topology Host Detail:  Scans

~ Details

e Nessus Essentials

Applications +
Nessus Professional / Scans - Mozilla Firefox
) Nessus Professional /.. x | € Tenable.io / Login x &

* OWASP Zed Attack Proxy (ZAP) |« o v

[E8 Most Visited v [l Offensive Security " Kali Linux “\ Kali Docs S\ Kali Tools EBExploit-DB W Aircrack-ng

a
43
i3
a
-
L2
m

(Ubuntu Linux; protocol 2.8)

aamin

e Kali Linux

6.22 - 2.6.36 (95%), Linux

Kali Linux Scan Configwe | Audit Tral Launch Export = v inux 3.2 - 4.9 (94%), Linux
.6.18 (93%), Linux 3.16 - 4.6
. Scans > Hosts [l  Vulnerabiliies History
* Logging Made Easy
Host Vulnerabilities Scan Detalls
[ ) Ve ra r t Status: Completed
Scanner: Local Scanner
Start Today at 11:52 AM . .
s T e Ty a2 e scrviceqversion, please
Elapasa: 13 minutas in/submit.cgi?new-service :
. - B-pc-windows-win
hWx2eFoundirinCo
Ax28VarnishirinR

Vulnerabliities

@ Critcal

’ High
Mesum

Low

.
® info
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Case Sharing : NGO

¢ Lack of Cyber Security Awareness
& Knowledge

*** No IT Staff / Over Reliance on
Service Providers

** Cyber Security Incident Happened
Before

+»» Difficulty in Quantifying Cyber
Risks

Before.. .
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NGO Sector Is Vulnerable....

Only ZO% of NGOs have a policy in place to

address cyberattacks.
Source: NTEN

59% of NGOs do not provide any

cybersecurity training to staff on a regular basis
Source: NTEN

% of NGOs have NOT run even

one vulnerability assessment to evaluate their

potential risk exposure.

MAKE SMHART Mg Source: CohnReznick
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» Cyber Attack “hipe

Control

S System = @

[~ PIR
Vulnerability = = "
Sensitive

Data / Service
/ Reputation

Threat kKA
—p

Actors

s, Human
"™ \/ulnerability

Data
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Human
Vulnerability A Vulnerability

Unpatched System/Software - 88 - Malicious Insider
Misconfiguration ~ B - Careless Staff
Missing/Poor Encryption - Staff vulnerable to social
Bugs engineering
Weak Passwords




Risk
Management




l
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Knowing Your Risks is not only the first step
to cyber security...
It is an important step also!




Case Sharing : NGO

** Improved Management & Staff’s
Cyber Security Awareness

s ldentified the Weakness and
Vulnerability on the Systems and
Operation Workflow

** Better Understand Cyber Risks
and Corresponding Mitigation

Afte r.. Actions
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Thank you!

https://itsecurity.hkcss.org.hk/

HKCERT
https://www.hkcert.org/
HOTLINE: 8105 6060

Sean Tam
Email: seantam@hkpc.org
Phone: 2788 5857

Billy Ho
Email: billyho@hkpc.org

Phone: 2788 5779
Copyright @ 2021 HKPC All rights reserved
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