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IT Security Model — CIA Triad

means that

the authorized users
should be able to access
data whenever required

Integrity helps maintain
the trustworthiness of

Confidentiality makes

INFORMATION sure that only authorized
. oy SECURITY ‘
data by having it in the 2 3 personnel are given access or
correct state and immune INTEGRITY St permission to modify data

to any improper
modifications
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Cyber Attacks could lead to serious consequences

Website Defacement /
Distributed Denial-of-Service (DDoS) /
Cryptojacking

Ransomware

this sit-e was seized

the werlkd has had sncugh o the fake-naws spreaded daly by precidont donald | trump,

IS time 50 allow the workd 1o know truth

Qoops, your files have been encrypted! rruitiple devices were compromised that gave full access to trump and relatives. moot internsl and

H q lms:ggtT:lTr'YON SOCIAT CONVRIEM NS STty Classif bed Indormation s exposed proving that the trump-gov is invatved
mﬁ:n ﬂ.;;;t files u:t:nm g d 2 3 in the arigin of the coroma winue,
2 : we have evh that pletely discredits me trump as & president. preving his crimined

Many of your documents, photos, videos, databases and other files are no longer
accessible because they have been encrypted. Maybe you are busy looking for a way to
recover your files, but do not waste your time. Nobody can recover your files without
lour decryption service.

oy ment and coorperation with forelgn actors masipulating the 2020 alections, the US citizens

INTEGRITY CONFIDENTIALITY have no cholce

Can I Recover My Files?
511612017 00:47:55 Sure. We guarantee that you can recover all your files safely and easily. But you have
not so enough time.
Time Left You can decrypt some of your files for free. Try now by clicking <Decrypt>.
2 Bt But if you want to decrypt all your files, you need to pay.
You only have 3 days to submit the payment. After that the price will be doubled.
Also, if you don’t pay in 7 days, you won't be able to recover your files forever.
We will have free events for users who are so poor that they couldn't pay in 6 months.

: How Do I Pay?
SIESRATES Payment is accepted in Bitcoin only. For more information, click <About bitcoin>.
Please check the current price of Bitcoin and buy some bitcoins. For more information,
click <How to buy bitcoins>.
And send the correct amount to the address specified in this window.
After your payment, click <Check Payment>. Best time to check: 9:00am - 11:00am

Time Left

n to this

bitcoin _
I | 12t9YDPgwueZ9NyMgw519p7AABisjré SMw a
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IT Security Incidents and Threats

Weekly cyberattacks jumped by 50% in 2021, with a
peak in December due largely to the Log4J exploit {

WHITE PAPERS, WEBCASTS]

by Lance Whltney | Security N\
on January 10, 2022, 8:47 AM PST

o f)lin)(w (=)l

Check Point Research said Africa had the highest amount with an
average of 1,582 per week per organization. Here's how to combat the

@ Mimecast Connect
White Papers from Mim|

latest surge in attacks.

Get started with Co
free
Tools & Templates from

Master your server
informative resourc
Research from TechRey

Make sense of com
with these glossarig
Research from TechRey

(ﬁ[ﬂm{%ﬁ] BRI EEHPFRRHINE AL EENER
REEE B’\";@?ﬂﬁ%@‘ﬂm

TR (i35 0]

EMFUFHE
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About the Pilot Project of IT Security Audit

g
:%J e Raise IT Security Awareness a Enhance IT Security of e Formulate an IT Security Baseline
O and Knowledge Developed Applications for the Social Welfare Sector
o
@)
&_/'__ IT Security Training ‘@ IT Security Audit & Allb IT Security Practice Guide

222 ®W Management % Scanning &5l W Guidelines for NGOs in the
N B General staff B Pre-scanning Social Welfare Sector
0 W |T staff B General Patching B Toolkit with templates and
< B Assistance for fixing the IT security scanning
% IT Security Portal identif.ied vuInerabi!ities software
o Website B Compliance Check (i.e.

B IT Security News Post-scanning)

B IT Security Practice
Guide and Toolkit

\ :I:
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The Participating NGOs

_—

22

Total

Staff Size:

>=1,000
400 —999

<400
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Project Activities

—

(7%
%2

[aaa

Nov

_\J\_ Pre-scanning

TODAY

= Seminar

.I |' Interim Review with NGOs
Apr {——) /2y

IT Security Training:
Management / General Staff / IT Staff

Jun

_\J_ Compliance Check (i.e. Post-scanning)

. Project Evaluation
Sep {EE———

Mar Mar — Sep
IT Security
.@ Practice
Project Gmde (Eng.)
Commencement IT Security Portal  7rgnslated to Chi.
¢ Website in May 2021
‘ | I
! Iy
Jul I’ Sep Dec Jan Mar
2019 2020 2020 2022 2022
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Project Deliverable 1 - IT Security Practice Guide

1. IT Security Governance S.
2. Password Control and Authentication 10.
3. Websites and Web Applications 11.
1 7 4. Data Management 12.
) ) 5. Computer Networks Security 13.
Security Domains 6. Email Security 14.
7. Cloud Computing Security 15.
8. Physical Security 13

Mobile Security

Remote Access/Work from Home
Security Risk Assessment and Audit
Insider Threats

Vendor Management

Awareness and Training

Incident Response

Business Continuity Management
Log Management and Monitoring

6 I T R

Asset Value Security Risk Assessment Resilience
Attributes Info. Classification Security Patches Accessed By

3 --— Intermediate "

Security Levels

Advanced )

‘}j:
HKCSS
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Project Deliverable 1 — Toolkit

Templates and Checklists IT Security Scanning Tools

M |T Asset Valuation B WinAudit
B Security Incident Reporting Form B VeraCrypt
B Information security incident reporting B OWASP Zed Attack Proxy (ZAP)
B Vendor Risk Assessment Management M Nessus Essentials

Record B Nmap Zenmap Security Scanner
B NGO IT Audit Checklist M Logging Made Easy
B Seven Habits of Cyber Security B Kali Linux




Project Deliverable 2 -

(w/ Penetration Testing)

11

Security Domains
assessed

Security program
Security policy

Training and awareness
Personal security
Physical security
Network security
Logical access
Operation management
Incident management
10 Business continuity management
11. Asset management

©ONOUAWN R

IT Security Audit & Scanning

Network-Level

Automatic vulnerability scanning tools (such as Nessus Professional 8) were
used to identify the running services of relevant servers, and vulnerabilities of
each identified running services.

Host-Level

System information and security configuration, such as password policy, were
extracted from the servers for analysis.

System / Application

System/application scanning covered the web system and application via the
Hyper Text Transfer Protocol (HTTP), including HTTP Secure (HTTPS). It was
performed to exploit common web application vulnerabilities, such as SQL
injection and Cross-Site Scripting (XSS), Weak password, SSL 2.0 deprecated

protocol, etc.
\j:
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Risk Assessment

Risk Rating

Likelihood

Impact

Critical

Medium

3x1=3

Medium

Medium

4x3 =12

High

4x4 =16

Low

Medium

3x3=9

Medium

3x4=12

Implication and Recommendation

Risk level

Implication and recommendation

Critical impact and improvements should be done
immediately

High

High impact and improvements should be done as soon as
possible (approx. within 1 month)

Medium

Moderate impact and improvements should be done
within a short time (approx. within 3 months)

Low impact and improvements should be done within a
reasonable time (approx. within 6 months)

Opportunity for
Improvement
(OFI)

Does not impose immediate threats but implementation
of such items will improve the environment. These
enhancements should implement when resources are
available.

HKESS
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Project Deliverable 3 - IT Security Training

-
L1

Management
Training

~400

No. of Participants

22 courses

(3 Hours each session)

N
P

General Staff

Training

1,111

No. of Participants

17 courses

(3 Hours each session)

o

-0

(I)

IT Staff
Training
48
No. of Participants

3 courses
(1 Day each session)




IT Security Training (Management training)

Theory Case Sharing

Insider Threat SingHealth hacking incident 2018

20 July 2018 | SingHealth and CSA

No conscious

e " Lo action announced a SingHealth hacking case
a a a * 1.5M non-medical patient data illegally
Malicious Negligent  Accidental :/Icicnei::? Lae’;dHCsci’z;el‘_jo(c')rr‘fg';Jd'ng Prime
Motive to harm No motive to harm

* Attack started with a user workstation

* Planned and Organised Attack —
Advanced Persistent Threat (APT)

* Data copied but not contaminated

HrNK BB R EEEE ( SingHealth )

\:I:
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I'T Security Training (Management training)

Risk Management Strategy Example for Elaboration

High Impact Build your own Risk Control Matrix

(for reference only)

High Impact
Admin Account
compromise Ransomware
o - Web app Business email
Power failure p o yad compromise
Server Data leakage
breakdown DDoS via USB
Spying on rights
organisation
Web defacement Phikhing
Low Likelihood Hieh Likelihood General
w Likelihoo Igh LiIKellnoo malware attack
Low Likelihood Ter P High Likelihood
for NGO
Data leakage
via mobile
device
User Account
compromise
User PC
breakdown

Low Impact

*i
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IT Security Training (General Staff

How To Recognize and Avoid Phishing Scams

Email phishing is the most traditional means of
phishing, using an email urging you to reply or
follow-up by other means. Web links, phone
numbers, or malware attachments can be used.
Typical scenario: st the et

Phishing attackers pretend to be a trusted
institution or individual in an attempt to persuade
victims to expose personal data and other valuables.

Phishing ways:
* Spam phishing
* Spear phishing

emall to the victim r-—.r—w
@ 53 . | &

&/
Victim

Attacker collects Victim clicks on the
victin's credentials emall and goes 1o
the phishing website

> .
-
g
o
=
o
4

e f%'E‘JEMAIL%tﬂ%KTEI"E%U e

> 2 @ntu.edutw) Add contact 2013/3/8 0831 §
'H'/'—

?ﬂ.%%i’].m#

? This message is High Priority.

21%EANB T Fliéj

d you need to expand the e-mail quota

e ost and your mailbox closed. If you have
notupdatedyoure-ma accoun! youmustdontnow You can expand to 10GB email
quota initddalgonmehyperhkbelow to upgrade your account;

Thanks f( hps://dccs.goagIe.com/a/blumail.ovg/spveadsheet/viewfotm
Admin: er Cen

QIR THM B ABRH 9 200MB o TE R R 48 TN ERFRIEPIF 2 AT » BREY RATe- mailiian
D, ; MO 2 BRRNAT e-mailti S 1120135 » IR ATTERERL - FHREAY
P ““Tl.w‘lﬁal 10@8§$DAH§%§§B‘J£?EH¢RM%

@D o
Jom e e] URL: hf¥ps://docs.google.com/a/blumail.org/spreadsheet/viewform I %5
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IT Security Training (General Staff

veruripase= DS.//0D0OX.DLacKkpaddno g.coMm/weptorms/ va

alled=true; (function() {if (!window.bbox) {window.bbox={_partId:0,

is._logging){console.log(a)}}},message:funct

MongoServerUrlBase+"images/ajax_loader_bord

') ;bb$ ("#bbox-root") .append(a) }1f (b===undef

log("bbox.notifyError():

{bbox.message() ;bbox.comment(a)}}, initDebu

n(c,a){var b=this;b.log("bbox.showForm() p

view=a}b.message("");if(b._partId){bbox.s
b ){g.log("bbox.render adding css link: "+if§#

link>") Lirel:"stylesheet",title:m,href:_MongoServ
"+1);var

BYOD

BRING YOUR OWN DEVICE

‘Dt")[@
11 ;

II:llb”- TE—
’
. ""]r;i . ]' \‘ ==...

A major ransomware attack has affected dozens of international
NGOs and their records of private donations, but details of the hit
on a US fundraising platform are scarce, and two weeks after being;
iwarned some aid groups are vet to notify their donors or the
public.

HKESS
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I'T Security Training (IT staff)

Theory

Threat, Vulnerability & Attack

Control
SR, System
!
Vulnerability
Threat ~ ATTACK Sensitive
Actors Human DATA /
: - SERVICE
Vulnerability
Data

Case Study

Case Study : Ransomware Attack

Background: A European biomolecular research
institute involved in COVID-19 related
research was infected Ryuk Ransomware.

1. A student tries to download a “Crack”
version of a data visualization software tool

2. A security alert was triggered from
Windows Defender

3. The student disabled the Windows
Defender and firewall, then download the
software again.

4. A malicious info-stealer was downloaded
to student’s computer

v

Harvesting emall adoresses,
conference informarion, etc

Debvering weaponized bundie ta the

victim via emall, web, USE, etc.

ACTIONS N N8 FEETIVES

With ‘Hanes on Keynoard acons,

renaders azcomplsh their original goak

HKESS

B R BB U
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Couplirg exploit with backdear
into delivarablc payload

Exploiting 3 vulnorability to axecute

code on victm's system

COMMAND 5 CONTROL (C2)

Command chanrel for remote
manpuaten of victim

20



I'T Security Training (IT staff)

Hands-on Exercises Introduction to Tools

Exercise 1: Using OWASP ZAP
( Open Web Application Security Project) Nmap / Zenmap

1. Launch XAMPP - T

Scan Tools framle Help
= &=

(4 9 @ 1=}
Sta rt ApaChe d nd MYSQL Wew Scan  Command Wizard Save Scan Open Scan | Reportabug  Hep
FilEnse SCan on scanmenmap.erg LTL67.22.3 10.000.10 wap.yuma.ret Zarde yuma.net 3

I—a u n C h ZA P Target: |4 wap.yuma.nelzardm.yumanel Frafile: | Intense Scan 3 @

Command: | reap T Aggressive -4 scanme nmap.org 17167.22.3 10,0.0.10 wap.yuma net Zardoz, yum;

Open Browser with ZAP Proxy ,
W Fortz | Hostz |im=p Dutput| Host Detalls | Scan Datais
Go to testing web site (http://127.0.0.1:5080/test) as [wes Vs =

Dpen ports: | % —
L 17167223 :

Aterad pors: 0

Al o

@ 1nnni0 Closed pors: 2
How many findings identified? (HINTS: Alerts) e || )

W Addrasses
IPedi 20521715362

Exercise 1: My First Scan

= Hostnamaes

Name - Type: SCanmenmap.org - FTR

Launch Nessus Web Client < Operating System

Kame; Linux 26,20-1 [Fedara Core 31

Login Nessus (admin, ITStaff2021) scciracy: [

[ Ports usad EI

New Scan
Click Advanced Scan
Type “Exercisel” in Name

Type 127.0.0.1 in Targets M%i’i S Bk B¢ VW 21
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Project Deliverable 4 - IT Security Portal Website for Knowledge Sharing

https://itsecurity.hkess.org.hk

IT Security Practice Guide for the Social Welfare Sector

n~ 1
u :
axnn e f
¥ :><: o
, v e | ! Pilot Project of Information Technology Security Audit for
izati f

uuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuu

the Welfare Sector in Hong Kong

Version 0.4.8

November 2020

IT Security News and Tips N

. v reproguced in
the exyress perenission of Tformarion Technolozy Resoarce Cenre (ITRC) and of Hong Kong Broductivity
Cauncil (HEPC)

IT Security Practice Guide
& Toolkit

IT Security Training Materials

Opened to all the 169 subvented NGOs
in late October 2021

sy

I Total No. of Visits: 150,052
& Total No. of Visitors: 25,476

~+, Total No. of Downloads: 346

(September 2020 - December 2021)

\ j:
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T Security Portal Website NGO zone

0 9. WELFARE SECTOR ITSECURITY I X | - - ] X
& C M () https:/itsecurity.hkcss.org.hk ab Q g = g -
HKCS:[# WELFARE SECTOR IT SECURITY PORTAL ABOUT KNOWLEDGE PRACTICE GUIDE & TOOLKIT TRAINING ENQUIRY EN @
Knowledge

o

1
—
*® % k k
.
IT Security News g
Y ;
— — “ e
a n d Kn OW I e d ge HKCERT Urges Local IT Users to Patch Most employees reusing personal Synology: Multiple products impacted
® 2021-12-21 2021-08-27 2021-09-27
(Hong Kong, 16 December 2021) The Hong Kong A research conducted by MylLogin surveyed Synology has revealed that some of their
Computer Emergency Response Team 1,000 employees and 1,000 business leaders, product has been affected by recently disclosed
Read more... Read more... Read more...

Disclaimer

https://itsecurity.hkess.org.

-

HKESS
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IT Security Portal Website

IT Security Practice Guide and Toolkit

< C @

() https://itsecurity.hkcss.org.hk/it-security-practice-guide-toolkit/

as Q

&

HKCS?# WELFARE SECTOR IT SECURITY PORTAL ABOUT KNOWLEDGE

IT Security Practice Guide & Toolkit

PRACTICE GUIDE

Title

B IT Security Practice Guide for the Social Welfare Sector v1.0 (20210416)
a Embeded templates & documents in Practices Guide - English

8.1.IT Asset Valuation

8.2.1. Security Incident Reporting Form

8.2.2. Information security incident reporting

8.3. Vendor Risk Assessment Management Record

PRACTICE GUIDE & TOOLKIT

Size

343 MB

349.99 KB

27503 KB

37.82KB

36.69KB

20.89 KB

TRAINING

4 )

Download ko3

Download
Download
Download
Download
Download

Download

ENQUIRY EN|$ &Demo User

Disclaimer

1

KESS

Click to Download

RS 0 W)

Information Technology Resource Centre

24



IT Security Portal Website
IT Security Training Recordings and Materials

| Cyber Security Management Training for Welfare Sector Part2

Cyber Security Investments

Click to Play

* Cyber security investment is for mitigating potentidi loss of
security breach (vs. traditional concept of ROY; and is

* Prioritised according to Risk ( likelihGod x impact )
* Lower than the expected | o security breach

* Cyber security investment should include these costs

Click to Download

* IDENTIFY - Regular security assessment and monitoring

* PROTECT - Technology (hardware/software/services) and |
Maintenance service

« EDUCATE - Training (technical and userav ~ CYBER SECURITY MANAGEMENT TRAINING

MENEE : B3 Youlube Title Size Download o

2 2 20, _SS ining- [+
Objective of the training b HKCSS_Mgmt_Training-HKCSS

» To unders Sec e Guide for the Social Welfare Sector
» To allow an interactive exchange of experiences and problems *j:
W\ru*
B i B £ B W O 25
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Additional sharing with other NGOs
for the Pilot Project

=

S =y
6t August 2021 Q) ‘.‘ 31 Participants
ooo o

—=— 50 nGos

M |T Security Practice Guide, portal website and other resources of the
Pilot Project were promoted to NGOs

M Experience sharing of IT security
by Kwun Tong Methodist Social Service (& & B IR & E+ ZARTEEE)

M Feedback of IT Security Pilot Project
by Hong Kong Sheng Kung Hui Welfare Council Limited

(FEEEQAERABEERLE)

B Sharing on Security Operation Center (SOC)

\j:
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Most of the IT applications scanned were at risk.
The IT security scanning enabled the NGOs to mitigate risk.

HIGH Likelihood
5.9%

X
Critical/
High HIGH Impact

89.3%
w/

Vulnerabilities

— Ll ~400

Hosts/ URLs scanned

Possible impacts:

B Leakage of confidential information

B Data corruption/ encryption

B System suspension 8

B Website defacing ”“#ﬁmwww 28
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Only less than half of
the identified
vulnerabilities fixed

Results of Post-scanning (i.e. Compliance Check)

Vulnerability Scanning

Risk Items Fixing Status (P&ntest)

Risk Items Fixing Status (Vul. Scan)

m Acknowledged Closed (Accepted) H Acknowledged Closed (Accejted)

In-Progress M Closed (Fixed) In-Progress M Closed (Fixed)

a f

100%
90%
80%
70%
60%
50%
40%
30%
20%
10%

6%
0% 0%

Large NGOs Medium NGOs Small NGOs Large NGOs Medium NGOs Small NGOs

0%



More time and funding resources required
for fixing the identified vulnerabilities

The Time Required The Most Important Hurdle

for Vulnerability Fixing in General to Fix the Risk Items

Staff capability
5%

Budget ( e.g.

outsource, device
replacement)
95%

Less than 3 4-6 months 7-9 months 10-12 months Over 1 year
months

M Large NGOs ® Medium NGOs ™ Small NGOs M Budget ( e.g. outsource, device replacement)

m Staff capability

*i

HKCSS
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18

16

14

12

10

Changes made in the NGOs after the Pilot Project

Knowledge of IT Security Enhancement

IT Security

Management’s Support  in Front-line Operation

Better understand
our security status

Better understand
security best
practice

Have a reference
guide to implement
security

Management pay
more attention to
cyber security

M Large NGOs

Organisation
decided to invest
more in cyber
security

B Medium NGOs & Small NGOs

Organisation plan to Staff pay more
develop/enhance attention to cyber
security policy security

1

iss
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The NGOs appreciate IT Security Scanning and Practice Guide most

Overall Satisfaction Score The Services the NGOs appreciate most
IT Security
Knowledge
o o LB Sharing Platform

5%

ractice
oolkit
Security

4.1/5

32
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NIST Cyber Security Framework

What processes and assets need protection?

a.  Security Risk Assessment and Audit (SRAA)

b. Asset management
Implement the appropriate processes
to restore capabilities and services /

impaired due to cybersecurity events \

a.  System recovery
b. Digital forensics
5. Recover 2. Protect

1. Identify

Implement appropriate safeguards to ensure protection of
the enterprise’s assets
a. Vulnerability fixing

IT security training

b.
c. IT security policies and guidelines
d. IT security solutions, such as firewall, Web Application

x / Firewall (WAF), anti-virus, anti-ransomware, etc.

Implement appropriate mechanisms to identify the
occurrence of cybersecurity incidents

a.  Security Operation Centre (SOC)

b.  Cyber security monitoring

4. Respond 3. Detect

Develop techniques to contain the
impacts of cybersecurity events

a. Isolation
b. Stakeholder management *:t

HKESS
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Common Weaknesses

a. Asset management
b. Vulnerability assessment

c. Information classification
e. Network security
f. Change management

3. Detect g. Security Monitoring

d. Operation management




If you don't invest in risk
management, it doesn't matter what

business you're in, it's a risky
business.

— Ga/uf Cohn —

AZ QUOTES

£

Gary Cohn - the former President and COO of Goldman Sachs
and director of the National Economic Council







