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8 Authentication & Lifecycle Management, Digital Identity Guidelines SP 800-63B NIST
https://pages.nist.gov/800-63-3/sp800-63b.html
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9 OpenlD Connect is an interoperable authentication protocol based on the OAuth 2.0 family of specifications
https://openid.net/

10 OAuth 2.0 is the industry-standard protocol for authorization

https://oauth.net/2/
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96
' ModSecurity, TrustWave — Open Source Web-Application Firewall, supports Apache, Microsoft IIS, & Nginx
https://www.modsecurity.org/
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12 Privacy Management Programme: A Best Practice Guide - PCPD 2018
https://www.pcpd.org.hk/english/publications/files/PMP_guide_e.pdf
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ManageEngine Mobile Device Manager”, Miradore", Relution",
Flyve MDM", Headwind" etc.
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13 ManageEngine Mobile Device Manager
https://www.manageengine.com/mobile-device-management/free-mobile-device-management-software.html

14 Miradore
https://www.miradore.com/
15 Relution
https://relution.io/en/

16 Flyve-MDM
https://www.flyve-mdm.com/
7 Headwind
https://h-mdm.com/
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18 Setup two-step verification with Microsoft account
https://support.microsoft.com/en-us/account-billing/how-to-use-two-step-verification-with-your-microsoft-

account-¢7910146-672f-01¢9-50a0-93b4585¢e7eb4
19 Features and licenses for Azure AD Multi-Factor Authentication
https://docs.microsoft.com/en-us/azure/active-directory/authentication/concept-mfa-licensing
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20 How Microsoft 365 uses Sender Policy Framework (SPF) to prevent spoofing - Microsoft
https://docs.microsoft.com/en-us/microsoft-365/security/office-365-security/how-office-365-
uses-spf-to-prevent-spoofing

2! Help prevent email spoofing with SPF records — Google Workspace (former G-Suite)
https://support.google.com/a/answer/33786

22 Use DKIM to validate outbound email sent from your custom domain - Microsoft
https://docs.microsoft.com/en-us/microsoft-365/security/office-365-security/use-dkim-to-
validate-outbound-email

23 Set up DKIM to prevent email spoofing — Google Workspace (former G-Suite)
https://support.google.com/a/answer/174124?hl=en&ref topic=7564555

24 Use DMARC to validate email - Microsoft
https://docs.microsoft.com/en-us/microsoft-365/security/office-365-security/use-dmarc-to-
validate-email

25 Manage suspicious emails with DMARC — Google Workspace (former G-Suite)
https://support.google.com/a/answer/2466563?hl=en&ref topic=7562942
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M EAER (FABR) BE - AABERRBEEEAE
https://www.pcpd.org.hk/english/data_privacy law/ordinance_at_a_Glance/ordinance.html
7 The General Data Protection Regulation (EU) 2016/679 (GDPR)

https://gdpr-info.eu/

28 Features and licenses for Azure AD Multi-Factor Authentication
https://docs.microsoft.com/en-us/azure/active-directory/authentication/concept-mfa-licensing
2 Google 2-Step Verification

https://www.google.com/landing/2step/index.html
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30 Amazon AWS Cloud Services
https://aws.amazon.com/

31 Microsoft Azure Cloud Services
https://azure.microsoft.com/en-us/

32 Google Cloud
https://cloud.google.com/
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K 50: ZlnE EEIE L E

3 ISO/IEC 27001:2013 specifies the requirements for establishing, maintaining and continually improving an

information security management system within the context of an organisation.
https://www.iso.org/standard/54534.html

34 ISO/IEC 27017:2015 provides guidelines for information security controls applicable to the provision and use of

cloud services.
https://www.iso.org/standard/43757.html

35 ISO/IEC 27018:2019 relates to the protection of personally identifiable information and provides guidance on
ensuring that cloud service providers offer suitable information security controls to protect the privacy of client
data.

https://www.iso.org/standard/76559.html
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36 Kamatera Express
https://www.kamatera.com/express/compute/

37 Jenkins CDF, X, Tekton, Spinnaker
https://www.jenkins.io/

38 Docker

https://www.docker.com/

3 CoreOS

https://coreos.com/

40 ChefDK
https://download.chef.io/product/chefdk

41 Puppet
https://puppet.com/try-puppet/open-source-puppet/
42 Juju

https://juju.is/docs/clouds
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46 Microsoft Security Shocker As 250 Million Customer Records Exposed Online

https://www.forbes.com/sites/daveywinder/2020/01/22/microsoft-security-shocker-as-250-million-customer-
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https://en.wikipedia.org/wiki/2020_Twitter bitcoin_scam
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50 Computer Security Incident Handling Guide - NIST 800-61 revision 2
https://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.8§00-61r2.pdf
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7.17. ST T B RS
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HEE MR &R FIEEHE (Security Information Event Management, SIEM ) AYf## 5
FEO[RERZ > Bt T DR AR SN FE > HEEEFERE EXK IR
MTEIERAN 7T JE AUBS R A 5 B R - S — TS fE R B e NCSC™ Y Logging Made Easy™
(LME) TH - DAKEE Windows 2 PP AR HESac sk - FIERAIEZ H -

H 38 H B HMzAERE - BEE - BARHEEA

2R B = 918k, 1= &k, A ==&k

1 WE A TIEZ IRFF B 2 A WAC R AN IR LB - |V
2 HEEHEFE DL AR © ROEEARES - BESEAER - FF oV

BB ~ [FK0% ~ IDS / IPS » NAS ~ 4848 3MH » #E R4 -
ERZF R (F140 0 VPN ~ RDP)  ~ 484 (UEL 14845 E ik

s .

3| MR Pl A B SR A 15k » DR AR
IR ST

& | R O PR R B AR B AR
AL BEEHIRAIRTT - DB B T A B
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85 > DIEEERR B SRR EE -

96
5! National Cyber Security Centre, UK (NCSC)
https://www.ncsc.gov.uk

52 Logging Made Easy, NCSC, UK
https://github.com/ukncsc/Ime
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8. 7 EHL B
8.1. Ha R R E Rl A B A

HillFH & @%fﬁ%ﬁﬁ%ﬁﬁfﬁﬁﬁﬂffﬁ%ﬁﬁﬁ%ﬁ + BB B AEAR T P A Y B ARG
IR E - S EAE - B (A1 R - SEECAER - [Aikes) - W (40
AT > SR ) ?TEUTAa HA B (ﬁD D R AN ThRERY
WE) - URIEBUFHEHIEBIREE -

Al B ErH S HE R A HRRARTTS - G

o iEftEEEERR o UETESTER

©  HEHEHAEVBERZRE (W - FELAENA CRFTILRBBURHTERERE S K i2
Bk Ak tr B ik 2 G IBIES)

. $?ﬁz’§*?%ﬁiﬂﬁﬁ A E R E R

. FER SR > B A AR AR AR A IR E R

A 8 £ F G H [ J K L M N o
o g EER 1 g i 17y (Ydmlﬂ Bagitt HBEEE | s

1 o S (Rt skl 5 or P 20%) (R ikt :
2 |WAS-001 %% NGO DC-001 1 R R 7F§fu = B

3 |WAs-002 NGO DC-002 3 R RE—R g2 EHES BERD FEE B ] 5
4 |WAS-003 Public Cloud (Azure) B B RE—R BEH FAEE REELAR -3 =] *EE 11
5 |SYS-001 7%+ 7% Public Cloud (Azure) = [Ed RE—R HiE EHES 2 = = F 9
6 |SYs-002 On-premises * RE EEEE f=kis ] EBES B"EARD B FERE g 5
7 |SYs-003 On-premises = BRE8 RE—R HEE EEHES BnEAD F F -3 8
8 |Mobile-001 Out Door *® RE RE—R A BAEHE B"EAR B P Gl 8
9 |NGO-Data NGO P k) RE—R AHiE EEER BENRD F P & 8
10 |NGOs-Data G-Suite-Google * BRE8 RE—R ploln] EoBk BEAZE = B FERE 8
11 |WEB-001 Cloud P R RE-R BEn EHES w"ENR B = B 8
12 |WEB-002 il On-premises * R BAEE B A BnENR 3 EEE 5 10
13 |HRS-1002 227.12.27.5 HRM-Azure-Cloud 3 R 3EsLLE Eobois) THEH BERE & P & 77
14 [FIN-1001 226.50.1.10 IMs-Azure-Cloud P BRE 3ERE A ETRES DR P L2 [ 8
15 |NGO-APP-001-P JEEU R A FESE HQ-DC-01-P b RE RE—R BN EEEL DF g = P 9
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9. RZE R fE T E
9.1. WinAudit
REEEEHTH (BRANMEREIEE LR

WinAudit 2 —E RMEHE EE RSNV EEEHE TE > ol {KIEHHENIE - i
RIS RERE - ER—ERE BN (AT # R EH -

WinAudit ARSI E TESE 24T ~ (ERETATRE ~ (RLHCE - BEF - HEERES
HITET SORILFE -

WinAudit £5%f -

e MEZH

o R

o H[fEHAERZE csv/ html / pdf / xml (&
s  HEHAERZEEE

o AIDMEEOTTRAIT

o FRAHAVERIESA

f i
WinAudit Freeware v3.0.11 B
EE g8 wE Language 5]
& .
£5 BE =HFES B
< (=& |
; Computer Audit for AZO-PC -
[El Active Setup
Installed Prog| 1) igiee
Software Tpds|
B Eﬁ¥;%ﬂe B Ttem Value
é 5@3& = Computer Name AZO-PC
=i Domain Name WORKGROUP
3‘?“ Site Name
ﬁ.ﬂ&iﬁﬁﬁ% Roles Workstation, Server
HHEER Description
El TirmfEsmst = ; Operating System Microsoft Windows 7 Home Premium Edition 64-Bit
[El #E5HE Manufacturer Acer
[E] iRiRa Model Aspire 4830TG
B EHE Serial Number LXRGM0213620614ADD 1601
IR Asset Tag
i TCRAP | Number of Processors 1
RS “1 | Processor Description Intel(R) Core(TM) i5-2450M CPU @ 2.50GHz
e || [Total Memory 8192MB
= Total Hard Drive 683.5GB
E
ﬁ;gg;;t& Display @maonitor.inf,%pnpmaonitor.devicedescY;—§% PnP B51ES,
5 BIostE A e 13.9" (31cm x 17em)
= S i | BIOS Version ACRSYS - 1
5%3%%% User Account AZO
o e System Uptime 11 % 22 Hours 30 S
P Local Time 2014-10-06 00:05:53
[zt ]
M & 3EEEE = . =
4 b el m 3
a2 o.uk/winaudithtml IH' |AZO*PC European Union Public Licence

16: WinAudit &7 &1 1A

WinAudit EEfSEF T E http://www.parmavex.co.uk/winaudit.html
WinAudit 7&g https://briian.com/7359/
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9.. NMap/Zenmap 484& (RZTmHE 25
YL R FE 28 CGEAR Windows, Linux, Mac OS X)

Nmap ("Network Mapper") & —E& RH484& TR 5T e BB BOENS T B o 552 A4 F1494%
EHERE TN EITIAEEE - BRGS0 DU ES N F AR S 1 A T
METIEIEERH -

% L E A BT A LI S S PRy 0% > ST B LT ~ ping 1718 ~ RME &R
A IS -

£ Zenmap — O *

Scan  Tools Profile Help

Target: | scanmenmap.org www.reddit.com ~ | Prefile | Quickscan plus b Cancel

Comrmand: | nmap -sV -T4 -0 -F --version-light scanme.nmap.org www.reddit.com

Services Nmap Output Ports / Hosts  Topology Host Details Scans

0% 4 Host nmap -s¥ -T4 -0 -F --version-light scanme.nmap.org www.reddit.com v Details

1) scanmenmap.org | Starting Nmap 7.88 ( https://nmap.org ) at 2020-07-19 12:48 China Standard Time

Nmap scan report for scanme.nmap.org (45.33.32.158)

Host is up (8.17s latency).

Not shown: 97 closed ports

PORT STATE SERVICE VERSION

22/tcp open ssh OpenSSH 6.6.1p1 Ubuntu 2ubuntu2.i3 (Ubuntu Linux; protocol 2.8)

A www.reddit.com (1

BBftcp open http fpache httpd 2.4.7 ((Ubuntu))

Apgressive 05 guesses: Linux 2.6.32 - 3.13 (96%), Linux 2.6.22 - 2.6.36 (95%), Linux
3.18 - 4.11 (95%), Linux 3.18 (94%), Linux 2.6.32 (94%), Linux 3.2 - 4.9 (94%), Linux
2.6.32 - 3.1@8 (93%), HP P20@@8 G3 NAS device (93%), Linux 2.6.18 (93%), Linux 3.16 - 4.6
(93%)

No exact 05 matches for host (test conditions non-ideal).

Network Distance: 15 hops

Service Info: 05: Linux; CPE: cpe:/fo:linux:linux_kernel

Nmap scan report for www.reddit.com (151.181.77.148)

Host is up (8.813s latency).

Not shown: 98 filtered ports

PORT STATE SERVICE VERSION

B8/tcp open http-proxy Varnish

443 /tcp open ssl/https?

1 serwvice unrecognized despite returning data. If vou know the service/version, please
submit the following fingerprint at https://nmap.corg/fcgi-bin/submit.cgiz?new-service :
SF-Port443-TCP:W=7.88%T=55L%1=2%D=7/19%Time=5F13D809%P=1686-pc-windows-win

SF:dows%r (GetRequest,1F@, "HTTP/1%.1\x28588x2800omain\x2@Not \x28Found\r\nCo
SE:nnection:\x28close\r\nContent-Length:\x28221\r\nServer: \x28Warnish\rinR W

17: Nmap #555 R & it i

Filter Hosts

Nmap 48 {24725 GUL  https://nmap.org/download.html

YOl (s Zenmap FRfE4E%%  https:/linuxhint.com/zenmap scan network/
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9.3. Nessus Essentials
P& K FHRATRERE TR GERP Windows, Linux, Mac OS X)

Nessus EIRIFERAR A2 ENG (AAEERE) FP&S AEMHRERERE LR
A

Nessus A R BT S AE RS - B4 © EROiliF - BoE i %Dﬂ“ﬁ&ﬁﬂﬁb
fmit o ik o] DUE A HE RS - 7 (D i S BRI A el TR A -

Nessus Professional / Scans - Mozilla Firefox e 60 O
3 Nessis Professional /.. x| €9 Tenable.io / Login x| *
€ )2 )@ @ | hups:/ilocalhost 8834/#/scans Sihos e [[ases & + & =

[ Most Visited v [l Offensive Security “ Kali Linux " Kali Docs & Kali Tools KBExploit-DB W Aircrack-ng

Kali Linux Scan Configure | Audit Tral Launch = Export  ~

Scans > Hosis [ Vulremsilities History

Host Vulnerabilties « Scan Delalls
Status Completed
10.10.10:1 2 I Policy Advanced Scan
Scanner: Local Scanner
10,10.10.38 EN ~ T Folder My Scans
Start Today at 11:52 AM
10.10.10.40 N 00 ¢ ] End Today al 12:05 PM
Elapsed 13 minutes
10.10.10.43 r— »® Targets: 10.10.10.0/24

Vulnsrabliities

[E] 18 Nessus LRZ Iz a7 L.

Nessus frZ4R iR T2 https://www.tenable.com/products/nessus

RSB 1 TR Nessus il T B

https://zh-tw.tenable.com/blog/how-to-run-your-first-vulnerability-scan-with-nessus
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9.4. OWASP Zed BEH (ZAP)
44 e R CEA R Windows, Linux, Mac OS X)

Zed Attack Proxy (ZAP) 2 G AEEs FE TR = PRZe a5 (Open Web Application Security
Project - OWASP) ﬁﬁTB@*E%E’Fﬁﬁﬁlﬁﬁ%ﬁm\%iﬂﬁﬁ 2 BIEANR T E B Rl
Ay L EREAmEET 0 A RLE S W B IEEM:

) Untitled Session - OWASP ZAP 2.0.0 - O X
File Edit View Analyse Report Tools Import Online Help
J2E 608 OU0E e, P )OXERE o@E
[ 4 Quick Start I = Requ... TRespons_e@ +
|Header: Text | ¥| | Bady: Text y BO
v @ Sites s [HTTP/1.1 200 OK I
. Server: ngink/1.4.1 [
&_| ' https:iftestphp.vulnweb.com Date: Thu, 23 Apr 1978 87:16:46 GMT
¥ [ M hitpitestphpvulnweb.com Cartent Dypes | Tl hlE)
: Connectiom: keep-alive
L FEAJAX X-Powered-By: PHP/S5.3.18- 1~lucide2uwsgi2
|1 P GET:AJAX r{
: [<script language"JavaScript™ type="text/JavaScript? Y
|| M GET:cartphp =
i - functior MM_reloadPage(init) { //reloods the window if Novd resized
| P GET:categories.php if (init==true) with (navigator) {if ((appName=="Metscape')&&(parselnt(appVersior)==4}})
|| M GET:crossdomain.xml {
" WGETr . document.MM_pgh=innerWidtl; document.MM_pgt=innerHeighi; onresize=MM reloadPag:; 11
o amconicn else if (innerWidtf!=document.MM_pgh || innerHeighi!=document.MM_pgt} locatior.reloac();
|| ™ GET:images i}
= MM_reloadPagi(true);
|| Mimages Vs
| | ™ GET:style.css v «fscriptr 3
I =1 Hist.. T\-g Search I [ werts I ) OqumT 7\ Adiive Sean & # | =
B 7 NewScan  Progress; | 0: hitp:/Aestphp vulnweb.com ."J ([ W L <’ CurrentScans:0 - Num requests: 872 New Alerts: 24 - Export i3]
| [ sentMessages | Filtered |
Id | Req. Timestamp | Resp. Timestamp | Method | URL | Code |Reason | RTT | Size Resp. Header | Size Resp. Body |@
19 FH920, 33021 PM 71920 330:21PM GET hitp:itestphp vulnweb.com/5944713516078... 404 MNotFound 47.. 175 bytes 16 bytes &
21 TA920,3:30:21PM 7119720, 3:30:22PM GET hitp:itestphp vulinweb. com/AJAXI79978322 404 NotFound 23 175 bytes 16 bytes
23 TH9/20,3:30022PM 71920 3:30:22PM GET hitp:ite stphp vulnweb.comiimages/179259 404 MotFound 22 154 bytes 570 bytes
25 7M18i20,3:30:22PM  7/19/20, 3:30:22 PM GET hitp:iftestphpvulnweb.comidAx 301 MovedPe.. 22.. 206 bytes 184 bytes
26 TH%20,33023PM  7119/20, 3:30:23PM GET hitp:/itestphp vulnweb.comiimages 301 MovedPe.. 22.. 208 byles 184 bytes
27 7H9/20,3:30:23PM 71920, 3:30:23 PM GET hitp:iftestphp wulnweb.comidJAX 301 MovedPe.. 22. 206 bytes 184 bytes
28 TH920, 33024 PN 7M9/20, 3:30:24 PN GET hitp:#testphp wiinweb comiimages 301 MovedPe.. 22.. 208 bytes 184 bytes
29 TH920, 33024 PM  7M9/20, 3:30:24 PM GET hitp:ite stphpwulnweb. comiAdAX 301 MovedPe.. 22.. 206 bytes 184 bytes
30 7920, 23025 PM 7M19/20 230:25PM GET hitp:itestphp vulnweb.comiimages 301 MovedPe.. 22.. 208 bytes 184 bytes
31 7H9/20, 33025 PM_ 7/19/20 3:30:25PM GET hitpitestphp vulnweb. comiAJAK 301 MovedPe.. 22 206 bytes 184 bytes b 4 ‘
Alerts f2 {43 (03 P2  Primary Proxy: localhost8080 Current Scans w0 &0 @0 20 @0 %0 , 0 %o

19: Zed BCEE(CHE OWASP

The OWASP Zed I EE(CHH https://www.zaproxy.org/

Zaproxy HEEEH https://github.com/zaproxy/zaproxy/wiki/VideoTutorials
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9.5. Kali Linux
E#29F AR Linux fTHA Linux Z4%%)

Kali Linux Z:48 LR Debian Linux HYER{TARA - HEVE S ERIL—E 1 ETES02EN
S PRZEZR S T HY B IS A AE R ARV ERER -

Kali Linux ELFEILZAEE T 600 & m] #E1T A 2B N T ANES » WAEHRE © nmap
(4P E R REER S T E. ) > Wireshark (4845EE570T T E )  John the Ripper (B i

T.H) , Aircrack-ng ( FJ#E{TE4R S B & 48 4% 2 M BV 44 ) > Burp suite &
OWASPZAP (fi#E S A LEH SR TE) -

K%TE%H%T%EE’] DVD ZZ2AEAERERE_FAETT » JRA[fEhrel USB GhfFEeEfE NS L
HIFHETT - SR BEbEs = F -

01:06 PM A OC|lac

" |Termima|,Emul,amr

20- Kali Linux
Kali Linux https://www .kali.org/

BB EFE  https://wizardforcel. gitbooks.io/daxueba-kali-linux-tutorial/content/
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9.6. Logging Made Easy (LME)

Logging Made Easy (LME)

Logging Made Easy J& —E&EH /NI E RV R DB H B 7202 - 51HER
Windows F Fllife (AR ARy Rl (R HEt e - Me i il shse - &
e HEE S B EFIURSH(T (E T —5ik(Z Apache V2 LISMYEE AT Al )
MEGEE > Hf LME BB F/AGEHE R B Hatac sk i & DUE £ B H B H 58
SCERIIRE o BLERPREROL T — B ECE S P ISRAR SIS - Sl DU S B
EfTECET

FEBURT4HE% 775 FE [ Logging Made Easy (LME) » #5 :

o HERENERG PR IR ZLER T (security operations center ,SOC )  ~ {RZE R
B (Security Information Event Management, SIEM ) E¢{F-{a[ 851754544
o TEMREGRZTHE - RFRRICRZ: HEEEHAVRRAD - M rl A28 HEEEH 2 miis:
=
o TUemEIFE EULLE HEE D B BN B SRR R E
TEFE] LME HEERM: - FeeBlHEE T EAMALE - EE
o JEBUNAHSR R SR RE SR AT /N O3 PR AR 4% I Y BRI

Logging Made Easy (LME) A P -

©  EFIRGEIFRZ SR TR IR AR E R

© BN EEis A T TR A EH IS

* RIS A IEAE(E FIURLE B A

o WEEREWE > TLUEEHRTE - fUlTifEE (TTP) BT - v TR B EIRE
B

AE A

: E - Ui
g Windows Event Collector

Windows clients with Microsoft
Sysmon installed

Database and dashboard running
in Docker (Linux server)

21: Logeing Made Easy

Logging Made Easy, NCSC, UK https://eithub.com/ukncsc/Ime
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9.7. VeraCrypt

VeraCrypt (Windows, Linux, Mac OS X)
VeraCrypt &—%£F Windows, Mac OSX K Linux 11 52 A9 B AR RE R RE N 22802

VeraCI’YDt HY FEDReBE ¢
LR NN ER - R EIFE K EER 4L

o RyREENERE S SRR o BIA0 USB (b7 =8 ShEERE hn &g

o Z4E Windows WV T EEHANE (755 B2 FRITHCREI S (7808 ) &

o Hin®mZEHE) - g (FReRY) HEHFZEHR -

o FEHNITERUR/KEREIE T - 3% o] LR INEIIEEE—1 » PREaE R
=

o TEFUHYERERES b A] DARE A i e

. U\BEF% P # RE T ia A R s - A S B il e s 22 f DARS R &

¥ VeraCrypt = X

Volumes System Favorites Tgols Settings Help Homepage

Drive  Volumsa Sipe  Encrypticn Algorithm Type ~

=B
=H;
=l !
aifM:
=i
=0
=P
=i
=iF.:
-
=i
il *

Create Violume Yollime Priojerties

Vohlume
l“. ! Seleck Bile...
! [] blever save history Volume Tools... Salect Device...

et Auto-Mount Devices Dismeount All Exit

22: VeraCrypt

VeraCrypt https://www.veracrypt.fr/code/VeraCrypt/

VeraCrypt Zif2 https://izaka.tw/2015-3-8-226/
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fifgk A-25

e

AR BRAE > BURRIZER]

AFESIEEE TS EEAOR - AR E B - et~ M~ SRR R AR 5T
Ay PRZERETES | > DU FREI SR B PR AR e e e e B ZE AR - i3 955 [ aiiriese
i el > BERIEBUFHR R HIERN —E 52 H 9= (5 H BV & R A
ENN R e E

LUN & R B A R T 455 (R 25 &R

A.

B.

C.

ISO/IEC 27001:2013 EHIRZEH 2478 (ISMS)

ISO / IEC 27001 : 2013#iE T FEt¥tbE BN AT ~ Eihit - g EruE &R IR
GEMAGNEK - BRI ?ﬁﬁﬁéﬂmﬂ’f”;ﬂﬁ#ﬂEﬁﬂi{ﬁ%ﬂf@ H
ZE3K o 1SO / IEC 27001 : 201394 HIAVEEK R FHIEE - SEERRFTA R ik
A BB E R -

https://www.iso.org/standard/54534.html

ISO/FDIS 9001:2015 & && 45 %2 (QMS)
ISO 9001 : 20152 FH A (E eI B 75 ATHHE - ISO 9001#%0851#] (Plan) - &
i (Do) -#&#& (Check) - FIEEFH (Action) J7 58S SR T —FE DURAE B[]
HITAETT - ARECsR I BRI RS B A SUE B E TR AV4EHE - I
AR
https://www.1s0.org/standard/62085.html

TRE IR IEGI T Ry R

R PN TE R O R I B PR 22224 (Data Protection Principles 1-6) e
https://www.pcpd.org.hk/english/data privacy law/6 data protection principles/principles.
html

D. /NEUZESRECRZE © RS0, (NISTIR 7621)

At T/ NRIA 2 R PRIE LR R > AR A4S P BRI T8 -
https://csrc.nist.gov/publications/detail/nistir/7621/rev-1/final

E. BFSEHE RS AR I R 2B AL (NIST SP 800-53.14)

PRZERVEIR TIPSR AR S 1 T 80k - 2 TP Euds - FHUZER, o, 5655
RREMA SEEE R -
http://dx.doi.org/10.6028/NIST.SP.800-53r4
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fifgsk B-sRls R
i FH TR A SUE

I
EIRSEYE  ERSSEIESENE (APT) R H A3 ARSI -
BEWEAPT) A EHUS SRS TR - 10 FE(RE—ES R A s
5 - By APT ISR B T RRHUBUE » M2 B 48
4% -
HE B (SR e AT B FUER Y (BiE S
EFREE S5 -

FHEEMESE  EEREEFEHEEREEHE ARG I - ZARGEN - #E
Bithl > A MEENISERB TSN -

EBTEENEETE] | EBEENEETEA SR R - BRI A A EE
% G A > AR BRI BRIk B - DUERE
REFHE AR DATE E AT RE 2 AU /K P e B L B g e e MR 75

FEEETEMHR EEETEMZTE (Business Email Compromise * BEC)Z FIHHEMR A

E(BEC) AHELAAE4IESE Y — - 1F BEC lRfET » B TEiBEEA
BRI ETARIRE FE SR IEETE S DIMEREE K » BIAIREATZEL
RIS PRS- BT ERKE B E A TAE 7T Gk b 2 E R e
AHEEENSRITIRE -

BitLocker BitLocker BERE NN % 2 — TSN ERIE A RNVEIE (REDIRE - 1] DU
B YOEDHEA 1 A ERS R S R S B R R -

RN PRZERIRE R B R B B T 5 Ry Ze 2 Fe &, rIRE R TR
A - I HE R E— PR ARETAESOREIEE TR -

CSRF PSUEELSE RS (CSRE)Z2— BT = AR EHELEEH
Ko BHUSZEEANSARE - AU EE AR AT NELD
BE °

4% (Cyber) B PR A 4 B 1 BhE RS - o - B E RSN A
5 ©

DKIM SRR (DKIM) 22— T E# S (o Basaholy - e
PR A] ABES 4 I B T E O A I % B T D

DMARC BN AR S e - IRl —2 Mt (DMARC) 2—f&EE T

RS R - B EREIREHE T E R R g AR E T 2 EF
B - AEEEY FEEEBRAI LA AEAEIETE - DMARC AR ARVE TE#F
B U3Besa Ry SPF (8% AJRAMERS ) DKIM (43 st sl
) e
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JIIEB GRS
ik

B K et

IDS/IPS

ITSPG

TR

OAuth2

OpenID

(EZEESE

BB

IR BT BRI SR 24 (EFS) - B 23 ahhlnyine -

HAENVE A Ry A A I G M) HRTIR R TR
A B RERTEAVCHS - DUEEN o] DIz EAE. (BIanfss ) B
EREZERE -

K S AR g SR 2 I —E IR el - B LIS HE R
> Al DU SR AR HYaH & o 8 ea P AR ZESF R N A
TR -

BUFB(E4RED - EEM A GCHQ @ B—(EFHRMMAZHERE - BRH
e BB R RS R L (E R (SIGINT) MIEHIRME -

Bt AHIE A ERE (B EE 2RI G PRbgsEeS ) > 2R
Bz NETTIGE RS LIRS -

ARIEIR (1I0C) AIEREEERIE AR TRETINIRSR > M=
FEREERTACE RBURNEIGEE ALK -

AR E&E (IDS) srifradedin e T Bl A GE B UCECHY &
o RRBFNERUESERES -

MNEEEZRGE (IPS) BRI EGEE - (B A DURIR A 2]
A BRI 1 B SRR - 1A B P T8 -

Bl R 2 B

TRTFEE A T RGN 3% TR LVERIETE - EEE TR A
R -

OAuth 2.0 FRENEAREES: = U5 e FRR sURE S B A il &R A B A
HTTP M Z AR AR - BB Tl = AR ER
A E ARG HTTP AR A PRAFHUE -

OpenID ‘& — 78\ B rbastionak - ©stHPEaEHBE =)
AR EERE (F8 R fiCRE T2 RP) 1T B (0 Bess - 1L iR
UhEH Bt B CAVERR S 8% 240 0 1LRETH P B8k 2 A HEIRY
AEULITT IR REHEIR 0 IR B S (2

FEAERR B F AT VIR T BIFTfE AV E 2 HR AR T
SR EEE - WiFBESE AN BRI TR S e e R R s
HYPRZE TR o

BB B IR E R RS B R A B TP Y55
B EEGGRE AN AR R 2 2
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PIREME

JE\ge
PR

SIEM

SOAR

SPF

SRA

B2
PRI
PRZE T

WAF

— TR E S AL AR IR B Al [E] g 3 —(E B R AL > 238
B e a TR B HEREA -

B PR R A S R AR

B EMESI R E B IR ~ BiGZ 2t EdEit TR - At
T RofZelt

FRIFEAIGHEEIE (SIEM) iR Ay — SR -
HP BB SRS S REENER (SIM) RIREEAE
B (SEM) - T PHR I o PR RSB B P 2
B 5317 -

SOAR (fRZzfiil » EIBHLAIIEIE ) fie—4 e it ie = (elpage
EbL : ERDRAEE « SHEELUR S B LR ZEHRE LR R
R CRA R A TR ©

S0 NFRISHEA (SPE) J— A FEMF S BRI » FIRBIE
LSRN 5 (R R M A O - — (BB BL{) SPF e
TR EL (R 25

SRA (ZEE kel ) BB bECehmta 4 by - MW
FEREAR IR LR E M b T TR AY 5 20 - EiEE &N E
EWEE @ TS (NAREES) WEENRE - UREE
B PERIFEHE S S Fral | bR I 2 2 - PSP E HVBEIR R Ry iE
EE BB DR -

HEEB L e E B ES ST R (BEEESN) -
PR RIS H A2 E (R FE EAURIFEE R4 FTE

W BB ERR T 2V IR ETE T EERISES - AT
HEITHE DI -

4 EIEFH 28K (WAF) BatiAnEmBe 4 i uha i E - [H
IEEOARE > FRRETFEELERE

743 7R
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fifsk C - HligsE

4RSS

ACL
AD

AES

AP

APT
Audit
BEC
BIOS
BitLocker
BYOD
CASB
CIO
COPE
CSO
CSRF
DKIM
DMARC

DNS
EFS
G-Suite
Guide
GCHQ
HTTP
IDS/APS

I0C

IP

ISP
IPSec
IT

LAN
Malware

MDM
NAS
NCSC

Access Control List 55 H2EH1513

Active Directory JEE) H %

Advanced Encryption Standard #EFE 748 42 B IR

Wireless Access point {4713 A Bh

Advanced Persistent Threat =4k HiiZ

Security Audit fRZCEET

Business Email Compromise 75 2T #5(4-ZEER

Basic Input Output System FEsAHg Adifi 4 24

BitLocker Drive Encryption ks &+ fi

Bring Your Own Device H{E4EE

Cloud Access Security Brokers ZElif {7 EVZ 2 CEEFZ =

Chief Information Officer & H4EES

Company Owned/Personally Enabled 1234 ~ {E A{EF
Chief Security Officer 48 %2 FF

Cross-Site Request Forgery B5UE 5 3K {518

Domain Keys Identified Mail 3844 < S sk E 04
Domain-based Message Authentication, Reporting and Conformance
FEA R ER0EE - S — B

Domain Name System 48528 24

Microsoft Encrypting File System flERINEE S 247

Google Workspace (J5f# £ G Suite)

IT Security Practice Guide B aRFHE IR ZE TGS
Government Communications Headquarters, UK 5 B[ E i+ 28 {5 4530
Hyper Text Transfer Protocol #8277 &

Intrusion Detection system / Intrusion Prevention System
YN EXS N R EEXD

Indicatorof Compromise AfSfEiZ

Internet Address A Hi4fd 28 51 i & ik

Information Security Policies &l Z 4 5RES

Internet Security Protocol B Bt4d22 2t E

Information Technology & F}%

Local Area Network & IS8R

A Malicious Software - Viruses, Trojans, Spyware, and Ransomware etc.
RO - WS FSPARE  EERREGRE R EE
Mobile Device Management {TE3E BT

Network Attached Storage 484& [T lfE1E

National Cyber Security Centre, a UK Government department
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PR 5 sS = hL

NDA Non-Disclosure Agreement (& 7%
NGO Non-Government Organisation 3 EERF4H 45
NIST National Institute of Standards and Technology (USA)
EE B F IR i
0365 Office 365 Cloud Services - Office mail, Cloud Drive etc.
Office 365 ZE/#S - Office Eif4: » Cloud Drive 2
OAuth2 OAuth 2.0 Framework OAuth 2.0 SZE5HEZE
OpenID OpenID Foundation (OIDF) 44 F B {75056 247
Pen. Test Penetration Testing 72 775 HlzU IR 75
PKI Public Key Infrastructure 72\ FH<g @AMt 2%
Port Scan Scan networking device/system for Open Ports
T A A& B I 2 S B T 1
RDP Remote Desktop Protocol 72 5 [ [/ E
RSA RSA (Rivest - Shamir - Adleman), an Asymmetric-Key Cryptosystem
RSA InEEEEAEE—EIEEMINEEEL » AR INENE TS
EPHEZ R
PBKDF2 Password-based Key Derivation Function 2 E:A B HERY S éa R4 TIEE 2
SIEM Security Information and Event Management R & eI & H
SLA Service Level Agreement AR 757K - 1ias
SOAR Security Orchestration, Automation and Response H &[0 fEE L @2
SPF Email Sender Policy Framework 24 A\ SRESHEZS
SRA Security Risk Assessment {2z B\ 2k
SSL Secure Sockets Layer {28 &2 2 M E
SWD Social Welfare Department #1 & 15 /22
TLS Transport Layer Security, a successor of SSL
Hig g2 e, Al Z 2l E
UAC User Account Control {58 FH &R = #25
USB Universal Serial Bus %% FH &85 PE 7 fE
User ID User Identity FH 2 S5
VLAN Virtual Local Area Network & Fet [ 48RS
VPN Virtual Private Network & ¢ 55 FE 481
Vuln. Scan Vulnerability Scanning 5557
WAF Web Application Firewall 4805 FIF2 =057 K i
WAP Wireless Application Protocol fE45 FE A & =R i &
WIFI Wireless Fidelity 4R fH S R0ES

T 44: nEE

* ok F HERHREE B ¢ ¢ *
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